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QUESTION 1

A data engineer must manage the ingestion of real-time streaming data into AWS. The data engineer wants to perform
real-time analytics on the incoming streaming data by using time-based aggregations over a window of up to 30
minutes. The data engineer needs a solution that is highly fault tolerant. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Use an AWS Lambda function that includes both the business and the analytics logic to perform time-based
aggregations over a window of up to 30 minutes for the data in Amazon Kinesis Data Streams. 

B. Use Amazon Managed Service for Apache Flink (previously known as Amazon Kinesis Data Analytics) to analyze the
data that might occasionally contain duplicates by using multiple types of aggregations. 

C. Use an AWS Lambda function that includes both the business and the analytics logic to perform aggregations for a
tumbling window of up to 30 minutes, based on the event timestamp. 

D. Use Amazon Managed Service for Apache Flink (previously known as Amazon Kinesis Data Analytics) to analyze the
data by using multiple types of aggregations to perform time- based analytics over a window of up to 30 minutes. 

Correct Answer: A 

Explanation: This solution meets the requirements of managing the ingestion of real-time streaming data into AWS and
performing real-time analytics on the incoming streaming data with the least operational overhead. Amazon Managed
Service for Apache Flink is a fully managed service that allows you to run Apache Flink applications without having to
manage any infrastructure or clusters. Apache Flink is a framework for stateful stream processing that supports various
types of aggregations, such as tumbling, sliding, and session windows, over streaming data. By using Amazon
Managed Service for Apache Flink, you can easily connect to Amazon Kinesis Data Streams as the source and sink of
your streaming data, and perform time-based analytics over a window of up to 30 minutes. This solution is also highly
fault tolerant, as Amazon Managed Service for Apache Flink automatically scales, monitors, and restarts your Flink
applications in case of failures. References: Amazon Managed Service for Apache Flink Apache Flink Window
Aggregations in Flink 

 

QUESTION 2

A company uses Amazon RDS for MySQL as the database for a critical application. The database workload is mostly
writes, with a small number of reads. 

A data engineer notices that the CPU utilization of the DB instance is very high. The high CPU utilization is slowing
down the application. The data engineer must reduce the CPU utilization of the DB Instance. 

Which actions should the data engineer take to meet this requirement? (Choose two.) 

A. Use the Performance Insights feature of Amazon RDS to identify queries that have high CPU utilization. Optimize the
problematic queries. 

B. Modify the database schema to include additional tables and indexes. 

C. Reboot the RDS DB instance once each week. 

D. Upgrade to a larger instance size. 

E. Implement caching to reduce the database query load. 
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Correct Answer: AE 

Explanation: Amazon RDS is a fully managed service that provides relational databases in the cloud. Amazon RDS for
MySQL is one of the supported database engines that you can use to run your applications. Amazon RDS provides
various features and tools to monitor and optimize the performance of your DB instances, such as Performance
Insights, Enhanced Monitoring, CloudWatch metrics and alarms, etc. Using the Performance Insights feature of Amazon
RDS to identify queries that have high CPU utilization and optimizing the problematic queries will help reduce the CPU
utilization of the DB instance. Performance Insights is a feature that allows you to analyze the load on your DB instance
and determine what is causing performance issues. Performance Insights collects, analyzes, and displays database
performance data using an interactive dashboard. You can use Performance Insights to identify the top SQL
statements, hosts, users, or processes that are consuming the most CPU resources. You can also drill down into the
details of each query and see the execution plan, wait events, locks, etc. By using Performance Insights, you can
pinpoint the root cause of the high CPU utilization and optimize the queries accordingly. For example, you can rewrite
the queries to make them more efficient, add or remove indexes, use prepared statements, etc. Implementing caching
to reduce the database query load will also help reduce the CPU utilization of the DB instance. Caching is a technique
that allows you to store frequently accessed data in a fast and scalable storage layer, such as Amazon ElastiCache. By
using caching, you can reduce the number of requests that hit your database, which in turn reduces the CPU load on
your DB instance. Caching also improves the performance and availability of your application, as it reduces the latency
and increases the throughput of your data access. You can use caching for various scenarios, such as storing session
data, user preferences, application configuration, etc. You can also use caching for read-heavy workloads, such as
displaying product details, recommendations, reviews, etc. The other options are not as effective as using Performance
Insights and caching. Modifying the database schema to include additional tables and indexes may or may not improve
the CPU utilization, depending on the nature of the workload and the queries. Adding more tables and indexes may
increase the complexity and overhead of the database, which may negatively affect the performance. Rebooting the
RDS DB instance once each week will not reduce the CPU utilization, as it will not address the underlying cause of the
high CPU load. Rebooting may also cause downtime and disruption to your application. Upgrading to a larger instance
size may reduce the CPUutilization, but it will also increase the cost and complexity of your solution. Upgrading may
also not be necessary if you can optimize the queries and reduce the database load by using caching. References:
Amazon RDS Performance Insights Amazon ElastiCache [AWS Certified Data Engineer - Associate DEA-C01 Complete
Study Guide], Chapter 3: Data Storage and Management, Section 3.1: Amazon RDS 

 

QUESTION 3

A company has a production AWS account that runs company workloads. The company\\'s security team created a
security AWS account to store and analyze security logs from the production AWS account. The security logs in the
production 

AWS account are stored in Amazon CloudWatch Logs. 

The company needs to use Amazon Kinesis Data Streams to deliver the security logs to the security AWS account. 

Which solution will meet these requirements? 

A. Create a destination data stream in the production AWS account. In the security AWS account, create an IAM role
that has cross-account permissions to Kinesis Data Streams in the production AWS account. 

B. Create a destination data stream in the security AWS account. Create an IAM role and a trust policy to grant
CloudWatch Logs the permission to put data into the stream. Create a subscription filter in the security AWS account. 

C. Create a destination data stream in the production AWS account. In the production AWS account, create an IAM role
that has cross-account permissions to Kinesis Data Streams in the security AWS account. 

D. Create a destination data stream in the security AWS account. Create an IAM role and a trust policy to grant
CloudWatch Logs the permission to put data into the stream. Create a subscription filter in the production AWS
account. 
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Correct Answer: D 

Explanation: Amazon Kinesis Data Streams is a service that enables you to collect, process, and analyze real-time
streaming data. You can use Kinesis Data Streams to ingest data from various sources, such as Amazon CloudWatch
Logs, and deliver it to different destinations, such as Amazon S3 or Amazon Redshift. To use Kinesis Data Streams to
deliver the security logs from the production AWS account to the security AWS account, you need to create a
destination data stream in the security AWS account. This data stream will receive the log data from the CloudWatch
Logs service in the production AWS account. To enable this cross-account data delivery, you need to create an IAM role
and a trust policy in the security AWS account. The IAM role defines the permissions that the CloudWatch Logs service
needs to put data into the destination data stream. The trust policy allows the production AWS account to assume the
IAM role. Finally, you need to create a subscription filter in the production AWS account. A subscription filter defines the
pattern to match log events and the destination to send the matching events. In this case, the destination is the
destination data stream in the security AWS account. This solution meets the requirements of using Kinesis Data
Streams to deliver the security logs to the security AWS account. The other options are either not possible or not
optimal. You cannot create a destination data stream in the production AWS account, as this would not deliver the data
to the security AWS account. You cannot create a subscription filter in the security AWS account, as this would not
capture the log events from the production AWS account. References: Using Amazon Kinesis Data Streams with
Amazon CloudWatch Logs AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide, Chapter 3: Data
Ingestion and Transformation, Section 3.3: Amazon Kinesis Data Streams 

 

QUESTION 4

A data engineer uses Amazon Redshift to run resource-intensive analytics processes once every month. Every month,
the data engineer creates a new Redshift provisioned cluster. The data engineer deletes the Redshift provisioned
cluster after the analytics processes are complete every month. Before the data engineer deletes the cluster each
month, the data engineer unloads backup data from the cluster to an Amazon S3 bucket. 

The data engineer needs a solution to run the monthly analytics processes that does not require the data engineer to
manage the infrastructure manually. 

Which solution will meet these requirements with the LEAST operational overhead? 

A. Use Amazon Step Functions to pause the Redshift cluster when the analytics processes are complete and to resume
the cluster to run new processes every month. 

B. Use Amazon Redshift Serverless to automatically process the analytics workload. 

C. Use the AWS CLI to automatically process the analytics workload. 

D. Use AWS CloudFormation templates to automatically process the analytics workload. 

Correct Answer: B 

Explanation: Amazon Redshift Serverless is a new feature of Amazon Redshift that enables you to run SQL queries on
data in Amazon S3 without provisioning or managing any clusters. You can use Amazon Redshift Serverless to 

automatically process the analytics workload, as it scales up and down the compute resources based on the query
demand, and charges you only for the resources consumed. This solution will meet the requirements with the least
operational 

overhead, as it does not require the data engineer to create, delete, pause, or resume any Redshift clusters, or to
manage any infrastructure manually. You can use the Amazon Redshift Data API to run queries from the AWS CLI,
AWS SDK, 

or AWS Lambda functions12. 
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The other options are not optimal for the following reasons: 

A. Use Amazon Step Functions to pause the Redshift cluster when the analytics processes are complete and to resume
the cluster to run new processes every month. This option is not recommended, as it would still require the data
engineer to create and delete a new Redshift provisioned cluster every month, which can incur additional costs and
time. Moreover, this option would require the data engineer to use Amazon Step Functions to orchestrate the workflow
of pausing and resuming the cluster, which can add complexity and overhead. C. Use the AWS CLI to automatically
process the analytics workload. This option is vague and does not specify how the AWS CLI is used to process the
analytics workload. The AWS CLI can be used to run queries on data in Amazon S3 using Amazon Redshift Serverless,
Amazon Athena, or Amazon EMR, but each of these services has different features and benefits. Moreover, this option
does not address the requirement of not managing the infrastructure manually, as the data engineer may still need to
provision and configure some resources, such as Amazon EMR clusters or Amazon Athena workgroups. D. Use AWS
CloudFormation templates to automatically process the analytics workload. This option is also vague and does not
specify how AWS CloudFormation templates are used to process the analytics workload. AWS CloudFormation is a
service that lets you model and provision AWS resources using templates. You can use AWS CloudFormation
templates to create and delete a Redshift provisioned cluster every month, or to create and configure other AWS
resources, such as Amazon EMR, Amazon Athena, or Amazon Redshift Serverless. However, this option does not
address the requirement of not managing the infrastructure manually, as the data engineer may still need to write and
maintain the AWS CloudFormation templates, and to monitor the status and performance of the resources. References: 

1: Amazon Redshift Serverless 

2: Amazon Redshift Data API : Amazon Step Functions : AWS CLI : AWS CloudFormation 

 

QUESTION 5

A company created an extract, transform, and load (ETL) data pipeline in AWS Glue. A data engineer must crawl a table
that is in Microsoft SQL Server. The data engineer needs to extract, transform, and load the output of the crawl to an
Amazon S3 bucket. The data engineer also must orchestrate the data pipeline. 

Which AWS service or feature will meet these requirements MOST cost-effectively? 

A. AWS Step Functions 

B. AWS Glue workflows 

C. AWS Glue Studio 

D. Amazon Managed Workflows for Apache Airflow (Amazon MWAA) 

Correct Answer: B 

Explanation: AWS Glue workflows are a cost-effective way to orchestrate complex ETL jobs that involve multiple
crawlers, jobs, and triggers. AWS Glue workflows allow you to visually monitor the progress and dependencies of your
ETL tasks, and automatically handle errors and retries. AWS Glue workflows also integrate with other AWS services,
such as Amazon S3, Amazon Redshift, and AWS Lambda, among others, enabling you to leverage these services for
your data processing workflows. AWS Glue workflows are serverless, meaning you only pay for the resources you use,
and you don\\'t have to manage any infrastructure. AWS Step Functions, AWS Glue Studio, and Amazon MWAA are
also possible options for orchestrating ETL pipelines, but they have some drawbacks compared to AWS Glue
workflows. AWS Step Functions is a serverless function orchestrator that can handle different types of data processing,
such as real-time, batch, and stream processing. However, AWS Step Functions requires you to write code to define
your state machines, which can be complex and error-prone. AWS Step Functions also charges you for every state
transition, which can add up quickly for large-scale ETL pipelines. AWS Glue Studio is a graphical interface that allows
you to create and run AWS Glue ETL jobs without writing code. AWS Glue Studio simplifies the process of building,
debugging, and monitoring your ETL jobs, and provides a range of pre-built transformations and connectors. However,
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AWS Glue Studio does not support workflows, meaning you cannot orchestrate multiple ETL jobs or crawlers with
dependencies and triggers. AWS Glue Studio also does not support streaming data sources or targets, which limits its
use cases for real-time data processing. Amazon MWAA is a fully managed service that makes it easy to run open-
source versions of Apache Airflow on AWS and build workflows to run your ETL jobs and data pipelines. Amazon
MWAA provides a familiar and flexible environment for data engineers who are familiar with Apache Airflow, and
integrates with a range of AWS services such as Amazon EMR, AWS Glue, and AWS Step Functions. However,
Amazon MWAA is not serverless, meaning you have to provision and pay for the resources you need, regardless of
your usage. Amazon MWAA also requires you to write code to define your DAGs, which can be challenging and time-
consuming for complex ETL pipelines. References: AWS Glue Workflows AWS Step Functions AWS Glue Studio
Amazon MWAA AWS Certified Data Engineer - Associate DEA-C01 Complete Study Guide 
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