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QUESTION 1

A company currently stores all of its data in Amazon S3 by using the S3 Standard storage class. 

A data engineer examined data access patterns to identify trends. During the first 6 months, most data files are
accessed several times each day. Between 6 months and 2 years, most data files are accessed once or twice each
month. After 2 years, data files are accessed only once or twice each year. 

The data engineer needs to use an S3 Lifecycle policy to develop new data storage rules. The new storage solution
must continue to provide high availability. 

Which solution will meet these requirements in the MOST cost-effective way? 

A. Transition objects to S3 One Zone-Infrequent Access (S3 One Zone-IA) after 6 months. Transfer objects to S3
Glacier Flexible Retrieval after 2 years. 

B. Transition objects to S3 Standard-Infrequent Access (S3 Standard-IA) after 6 months. Transfer objects to S3 Glacier
Flexible Retrieval after 2 years. 

C. Transition objects to S3 Standard-Infrequent Access (S3 Standard-IA) after 6 months. Transfer objects to S3 Glacier
Deep Archive after 2 years. 

D. Transition objects to S3 One Zone-Infrequent Access (S3 One Zone-IA) after 6 months. Transfer objects to S3
Glacier Deep Archive after 2 years. 

Correct Answer: C 

Explanation: To achieve the most cost-effective storage solution, the data engineer needs to use an S3 Lifecycle policy
that transitions objects to lower-cost storage classes based on their access patterns, and deletes them when they are
no 

longer needed. The storage classes should also provide high availability, which means they should be resilient to the
loss of data in a single Availability Zone1. Therefore, the solution must include the following steps: 

Transition objects to S3 Standard-Infrequent Access (S3 Standard-IA) after 6 months. S3 Standard-IA is designed for
data that is accessed less frequently, but requires rapid access when needed. It offers the same high durability,
throughput, 

and low latency as S3 Standard, but with a lower storage cost and a retrieval fee2. Therefore, it is suitablefor data files
that are accessed once or twice each month. S3 Standard-IA also provides high availability, as it stores data
redundantly 

across multiple Availability Zones1. 

Transfer objects to S3 Glacier Deep Archive after 2 years. S3 Glacier Deep Archive is the lowest-cost storage class that
offers secure and durable storage for data that is rarely accessed and can tolerate a 12-hour retrieval time. It is ideal for 

long-term archiving and digital preservation3. Therefore, it is suitable for data files that are accessed only once or twice
each year. S3 Glacier Deep Archive also provides high availability, as it stores data across at least three geographically 

dispersed Availability Zones1. 

Delete objects when they are no longer needed. The data engineer can specify an expiration action in the S3 Lifecycle
policy to delete objects after a certain period of time. This will reduce the storage cost and comply with any data
retention 
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policies. Option C is the only solution that includes all these steps. Therefore, option C is the correct answer. 

Option A is incorrect because it transitions objects to S3 One Zone-Infrequent Access (S3 One Zone-IA) after 6 months.
S3 One Zone-IA is similar to S3 Standard-IA, but it stores data in a single Availability Zone. This means it has a lower 

availability and durability than S3 Standard-IA, and it is not resilient to the loss of data in a single Availability Zone1.
Therefore, it does not provide high availability as required. Option B is incorrect because it transfers objects to S3
Glacier 

Flexible Retrieval after 2 years. S3 Glacier Flexible Retrieval is a storage class that offers secure and durable storage
for data that is accessed infrequently and can tolerate a retrieval time of minutes to hours. It is more expensive than S3 

Glacier Deep Archive, and it is not suitable for data that is accessed only once or twice each year3. Therefore, it is not
the most cost-effective option. 

Option D is incorrect because it combines the errors of option A and B. It transitions objects to S3 One Zone-IA after 6
months, which does not provide high availability, and it transfers objects to S3 Glacier Flexible Retrieval after 2 years, 

which is not the most cost-effective option. 

References: 

1: Amazon S3 storage classes - Amazon Simple Storage Service 

2: Amazon S3 Standard-Infrequent Access (S3 Standard-IA) - Amazon Simple Storage Service 

3: Amazon S3 Glacier and S3 Glacier Deep Archive - Amazon Simple Storage Service [4]: Expiring objects - Amazon
Simple Storage Service [5]: Managing your storage lifecycle - Amazon Simple Storage Service [6]: Examples of S3
Lifecycle configuration - Amazon Simple Storage Service [7]: Amazon S3 Lifecycle further optimizes storage cost
savings with new features 

-What\\'s New with AWS 

 

QUESTION 2

A company has multiple applications that use datasets that are stored in an Amazon S3 bucket. The company has an
ecommerce application that generates a dataset that contains personally identifiable information (PII). The company has
an internal analytics application that does not require access to the PII. 

To comply with regulations, the company must not share PII unnecessarily. A data engineer needs to implement a
solution that with redact PII dynamically, based on the needs of each application that accesses the dataset. 

Which solution will meet the requirements with the LEAST operational overhead? 

A. Create an S3 bucket policy to limit the access each application has. Create multiple copies of the dataset. Give each
dataset copy the appropriate level of redaction for the needs of the application that accesses the copy. 

B. Create an S3 Object Lambda endpoint. Use the S3 Object Lambda endpoint to read data from the S3 bucket.
Implement redaction logic within an S3 Object Lambda function to dynamically redact PII based on the needs of each
application that accesses the data. 

C. Use AWS Glue to transform the data for each application. Create multiple copies of the dataset. Give each dataset
copy the appropriate level of redaction for the needs of the application that accesses the copy. 

D. Create an API Gateway endpoint that has custom authorizers. Use the API Gateway endpoint to read data from the
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S3 bucket. Initiate a REST API call to dynamically redact PII based on the needs of each application that accesses the
data. 

Correct Answer: B 

Explanation: Option B is the best solution to meet the requirements with the least operational overhead because S3
Object Lambda is a feature that allows you to add your own code to process data retrieved from S3 before returning it to
an application. S3 Object Lambda works with S3 GET requests and can modify both the object metadata and the object
data. By using S3 Object Lambda, you can implement redaction logic within an S3 Object Lambda function to
dynamically redact PII based on the needs of each application that accesses the data. This way, you can avoid creating
and maintaining multiple copies of the dataset with different levels of redaction. Option A is not a good solution because
it involves creating and managing multiple copies of the dataset with different levels of redaction for each application.
This option adds complexity and storage cost to the data protection process and requires additional resources and
configuration. Moreover, S3 bucket policies cannot enforce fine-grained data access control at the row and column
level, so they are not sufficient to redact PII. Option C is not a good solution because it involves using AWS Glue to
transform the data for each application. AWS Glue is a fully managed service that can extract, transform, and load (ETL)
data from various sources to various destinations, including S3. AWS Glue can also convert data to different formats,
such as Parquet, which is a columnar storage format that is optimized for analytics. However, in this scenario, using
AWS Glue to redact PII is not the best option because it requires creating and maintaining multiple copies of the dataset
with different levels of redaction for each application. This option also adds extra time and cost to the data protection
process and requires additional resources and configuration. Option D is not a good solution because it involves
creating and configuring an API Gateway endpoint that has custom authorizers. API Gateway is a service that allows
youto create, publish, maintain, monitor, and secure APIs at any scale. API Gateway can also integrate with other AWS
services, such as Lambda, to provide custom logic for processing requests. However, in this scenario, using API
Gateway to redact PII is not the best option because it requires writing and maintaining custom code and configuration
for the API endpoint, the custom authorizers, and the REST API call. This option also adds complexity and latency to
the data protection process and requires additional resources and configuration. References: AWS Certified Data
Engineer - Associate DEA-C01 Complete Study Guide Introducing Amazon S3 Object Lambda ?Use Your Code to
Process Data as It Is Being Retrieved from S3 Using Bucket Policies and User Policies - Amazon Simple Storage
Service AWS Glue Documentation What is Amazon API Gateway? - Amazon API Gateway 

 

QUESTION 3

A data engineer must use AWS services to ingest a dataset into an Amazon S3 data lake. The data engineer profiles
the dataset and discovers that the dataset contains personally identifiable information (PII). The data engineer must 

implement a solution to profile the dataset and obfuscate the PII. 

Which solution will meet this requirement with the LEAST operational effort? 

A. Use an Amazon Kinesis Data Firehose delivery stream to process the dataset. Create an AWS Lambda transform
function to identify the PII. Use an AWS SDK to obfuscate the PII. Set the S3 data lake as the target for the delivery
stream. 

B. Use the Detect PII transform in AWS Glue Studio to identify the PII. Obfuscate the PII. Use an AWS Step Functions
state machine to orchestrate a data pipeline to ingest the data into the S3 data lake. 

C. Use the Detect PII transform in AWS Glue Studio to identify the PII. Create a rule in AWS Glue Data Quality to
obfuscate the PII. Use an AWS Step Functions state machine to orchestrate a data pipeline to ingest the data into the
S3 data lake. 

D. Ingest the dataset into Amazon DynamoDB. Create an AWS Lambda function to identify and obfuscate the PII in the
DynamoDB table and to transform the data. Use the same Lambda function to ingest the data into the S3 data lake. 

Correct Answer: C 
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Explanation: AWS Glue is a fully managed service that provides a serverless data integration platform for data
preparation, data cataloging, and data loading. AWS Glue Studio is a graphical interface that allows you to easily
author, run, and monitor AWS Glue ETL jobs. AWS Glue Data Quality is a feature that enables you to validate, cleanse,
and enrich your data using predefined or custom rules. AWS Step Functions is a service that allows you to coordinate
multiple AWS services into serverless workflows. Using the Detect PII transform in AWS Glue Studio, you can
automatically identify and label the PII in your dataset, such as names, addresses, phone numbers, email addresses,
etc. You can then create a rule in AWS Glue Data Quality to obfuscate the PII, such as masking, hashing, or replacing
the values with dummy data. You can also use other rules to validate and cleanse your data, such as checking for null
values, duplicates, outliers, etc. You can then use an AWS Step Functions state machine to orchestrate a data pipeline
to ingest the data into the S3 data lake. You can use AWS Glue DataBrew to visually explore and transform the data,
AWS Glue crawlers to discover and catalog the data, and AWS Glue jobs to load the data into the S3 data lake. This
solution will meet the requirement with the least operational effort, as it leverages the serverless and managed
capabilities of AWS Glue, AWS Glue Studio, AWS Glue Data Quality, and AWS Step Functions. You do not need to
write any code to identify or obfuscate the PII, as you can use the built-in transforms and rules in AWS Glue Studio and
AWS Glue Data Quality. You also do not need to provision or manage any servers or clusters, as AWS Glue and AWS
Step Functions scale automatically based on the demand. The other options are not as efficient as using the Detect PII
transform in AWS Glue Studio, creating a rule in AWS Glue Data Quality, and using an AWS Step Functions state
machine. Using an Amazon Kinesis Data Firehose delivery stream to process the dataset, creating an AWS Lambda
transform function to identify the PII, using an AWS SDK to obfuscate the PII, and setting the S3 data lake as the target
for the delivery stream will require more operational effort, as you will need to write and maintain code to identifyand
obfuscate the PII, as well as manage the Lambda function and its resources. Using the Detect PII transform in AWS
Glue Studio to identify the PII, obfuscating the PII, and using an AWS Step Functions state machine to orchestrate a
data pipeline to ingest the data into the S3 data lake will not be as effective as creating a rule in AWS Glue Data Quality
to obfuscate the PII, as you will need to manually obfuscate the PII after identifying it, which can be error-prone and time-
consuming. Ingesting the dataset into Amazon DynamoDB, creating an AWS Lambda function to identify and obfuscate
the PII in the DynamoDB table and to transform the data, and using the same Lambda function to ingest the data into
the S3 data lake will require more operational effort, as you will need to write and maintain code to identify and
obfuscate the PII, as well as manage the Lambda function and its resources. You will also incur additional costs and
complexity by using DynamoDB as an intermediate data store, which may not be necessary for your use case.
References: AWS Glue AWS Glue Studio AWS Glue Data Quality [AWS Step Functions] [AWS Certified Data Engineer
- Associate DEA-C01 Complete Study Guide], Chapter 6: Data Integration and Transformation, Section 6.1: AWS Glue 

 

QUESTION 4

A company stores details about transactions in an Amazon S3 bucket. The company wants to log all writes to the S3
bucket into another S3 bucket that is in the same AWS Region. 

Which solution will meet this requirement with the LEAST operational effort? 

A. Configure an S3 Event Notifications rule for all activities on the transactions S3 bucket to invoke an AWS Lambda
function. Program the Lambda function to write the event to Amazon Kinesis Data Firehose. Configure Kinesis Data
Firehose to write the event to the logs S3 bucket. 

B. Create a trail of management events in AWS CloudTraiL. Configure the trail to receive data from the transactions S3
bucket. Specify an empty prefix and write-only events. Specify the logs S3 bucket as the destination bucket. 

C. Configure an S3 Event Notifications rule for all activities on the transactions S3 bucket to invoke an AWS Lambda
function. Program the Lambda function to write the events to the logs S3 bucket. 

D. Create a trail of data events in AWS CloudTraiL. Configure the trail to receive data from the transactions S3 bucket.
Specify an empty prefix and write-only events. Specify the logs S3 bucket as the destination bucket. 

Correct Answer: D 

Explanation: This solution meets the requirement of logging all writes to the S3 bucket into another S3 bucket with the
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least operational effort. AWS CloudTrail is a service that records the API calls made to AWS services, including Amazon
S3. By creating a trail of data events, you can capture the details of the requests that are made to the transactions S3
bucket, such as the requester, the time, the IP address, and the response elements. By specifying an empty prefix and
write-only events, you can filter the data events to only include the ones that write to the bucket. By specifying the logs
S3 bucket as the destination bucket, you can store the CloudTrail logs in another S3 bucket that is in the same AWS
Region. This solution does not require any additional coding or configuration, and it is more scalable and reliable than
using S3 Event Notifications and Lambda functions. References: Logging Amazon S3 API calls using AWS CloudTrail
Creating a trail for data events Enabling Amazon S3 server access logging 

 

QUESTION 5

A company uses Amazon Redshift for its data warehouse. The company must automate refresh schedules for Amazon
Redshift materialized views. 

Which solution will meet this requirement with the LEAST effort? 

A. Use Apache Airflow to refresh the materialized views. 

B. Use an AWS Lambda user-defined function (UDF) within Amazon Redshift to refresh the materialized views. 

C. Use the query editor v2 in Amazon Redshift to refresh the materialized views. 

D. Use an AWS Glue workflow to refresh the materialized views. 

Correct Answer: C 

Explanation: The query editor v2 in Amazon Redshift is a web-based tool that allows users to run SQL queries and
scripts on Amazon Redshift clusters. The query editor v2 supports creating and managing materialized views, which are
precomputed results of a query that can improve the performance of subsequent queries. The query editor v2 also
supports scheduling queries to run at specified intervals, which can be used to refresh materialized views automatically.
This solution requires the least effort, as it does not involve any additional services, coding, or configuration. The other
solutions are more complex and require more operational overhead. Apache Airflow is an open-source platform for
orchestrating workflows, which can be used to refresh materialized views, but it requires setting up and managing an
Airflow environment, creating DAGs (directed acyclic graphs) to define the workflows, and integrating with Amazon
Redshift. AWS Lambda is a serverless compute service that can run code in response to events, which can be used to
refresh materialized views, but it requires creating and deploying Lambda functions, defining UDFs within Amazon
Redshift, and triggering the functions using events or schedules. AWS Glue is a fully managed ETL service that can run
jobs to transform and load data, which can be used to refresh materialized views, but it requires creating and configuring
Glue jobs, defining Glue workflows to orchestrate the jobs, and scheduling the workflows using triggers. References:
Query editor V2 Working with materialized views Scheduling queries [AWS Certified Data Engineer - Associate DEA-
C01 Complete Study Guide] 
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