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QUESTION 1

XYZ and Co., an Indian hospital specialized in dealing with cancer treatment has organized a free health checkup camp
for women in a specific district, after seeking due permission from competent authorities. During the camp the hospital
staffs will be feeding the medical records of these women into the computer connected to hospital network system. 

Does the said hospital need to notify its privacy policy to the women attending the camp and seek their consent
regarding the collection and processing of such information? 

A. No, since it is a free checkup camp for their welfare 

B. Yes, in the any language as per the wishes of said hospital 

C. No, since the law does not require the same in this case 

D. Yes, in the language such women would understand 

Correct Answer: B 

 

QUESTION 2

When an individual has choice to decide on who else can have access to their personal information, it is called 

A. Information Privacy 

B. Physical Privacy 

C. Social Privacy 

D. Psychological Privacy 

Correct Answer: A 

 

QUESTION 3

ABC company is a large US based IT Company that provides a range of services to its clients. The company had
developed a cloud based application providing end-to-end services for the medical industry. The application had three
modules for: -Patients -Hospitals and Doctors -Insurance and Pharmaceutical companies 

Each of the modules was designed to be integrated with others depending on user\\'s choice. For example, a patient
could choose to share his/her medical history with his/her doctor (for medical advice) as well as insurance companies
(for claims). 

The application requires that all registered users of the application read and acknowledge the privacy policy.
Additionally, users are required to identify the purpose for which they are providing any personal data in any of the
modules. For example, a patient providing his/her medical history and current symptoms can select ‘Medical Advice’
as the purpose for the data being provided. 

Few months ago, company launched new services in the applications namely, Business Analytics, Group 

Consultations, Insurance Policy purchase, and Medical Trials Management. The new services used all existing data
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collected over the years from users. The Company\\'s clients/users are based only in three geographical locations -
United States, European Union and India. Additionally, to facilitate better performance of its application, the company
established one datacenter each in US, Germany and India for its operations. Each of the datacenter provides the
following: -US Datacenter - Storage of data for US based users only -Germany Datacenter - Storage of data for EU
based users only -India Datacenter - Storage of data for India based users and alternate site for US and Germany
Datacenters (used as part of global load balancing) -Services of a cloud service provider are leveraged in US as a
Disaster Recovery (DR) site for Indian Datacenter 

Recently, the company\\'s Application Support Desk has started receiving user complaints related to unsolicited
communications. 

These complaints have warranted a review of company\\'s privacy policies as well as practices. 

What all will be the directly or indirectly applicable laws on the data stored on US cloud service provider? 

i. HIPAA 

ii. German Data Protection Act 

iii. IT(Amendments) Act, 2008 Sec 43A 

iv.

 None of the above as data protection laws are not applicable on Cloud Service Providers 

A. 

iv 

B. 

i and ii 

C. 

i, ii and iii 

D. 

ii and iii 

Correct Answer: D 

 

QUESTION 4

After the rules were notified under section 43A of the IT (Amendment) Act, 2008, a clarification was issued by the
government which exempted the service providers, which get access to/processes Sensitive Personal Data or
information (SPDI) under contractual agreement with a legal entity located within or outside India. 

Which privacy principle provisions notified under Sec 43A were exempted for the service providers? 

A. Consent 

B. Privacy policy (which is published) 
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C. Access and Correction 

D. Disclosure of information 

Correct Answer: B 

 

QUESTION 5

Which of the following activities form part of an organization\\'s Visibility over Personal Information (VPI) initiative,
according to DSCI Privacy Framework (DPF?? 

A. `Data processing environment\\' analysis of industry peers 

B. `Data processing environment\\' analysis of the country 

C. `Data processing environment\\' analysis of the organization and associated third parties 

D. `Data processing environment\\' analysis of the organization only 

Correct Answer: D 
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