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QUESTION 1

ABC company is a large US based IT Company that provides a range of services to its clients. The company had
developed a cloud based application providing end-to-end services for the medical industry. The application had three
modules for: -Patients -Hospitals and Doctors -Insurance and Pharmaceutical companies 

Each of the modules was designed to be integrated with others depending on user\\'s choice. For example, a patient
could choose to share his/her medical history with his/her doctor (for medical advice) as well as insurance companies
(for claims). 

The application requires that all registered users of the application read and acknowledge the privacy policy.
Additionally, users are required to identify the purpose for which they are providing any personal data in any of the
modules. For example, a patient providing his/her medical history and current symptoms can select ‘Medical Advice’
as the purpose for the data being provided. 

Few months ago, company launched new services in the applications namely, Business Analytics, Group 

Consultations, Insurance Policy purchase, and Medical Trials Management. The new services used all existing data
collected over the years from users. The Company\\'s clients/users are based only in three geographical locations -
United States, European Union and India. Additionally, to facilitate better performance of its application, the company
established one datacenter each in US, Germany and India for its operations. Each of the datacenter provides the
following: -US Datacenter - Storage of data for US based users only -Germany Datacenter - Storage of data for EU
based users only -India Datacenter - Storage of data for India based users and alternate site for US and Germany
Datacenters (used as part of global load balancing) -Services of a cloud service provider are leveraged in US as a
Disaster Recovery (DR) site for Indian Datacenter 

Recently, the company\\'s Application Support Desk has started receiving user complaints related to unsolicited
communications. 

These complaints have warranted a review of company\\'s privacy policies as well as practices. 

What all will be the directly or indirectly applicable laws on the data stored on US cloud service provider? 

i. HIPAA 

ii. German Data Protection Act 

iii. IT(Amendments) Act, 2008 Sec 43A 

iv.

 None of the above as data protection laws are not applicable on Cloud Service Providers 

A. 

iv 

B. 

i and ii 

C. 

i, ii and iii 
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D. 

ii and iii 

Correct Answer: D 

 

QUESTION 2

DataCol technologies is a technology company specializing in providing Healthcare IT solutions. DataCol 

has recently developed a mobile app to collect data specific to healthcare. The app also helps in collating 

and classifying the data based on customizable parameters. National Center for Disease Statistics (NCDS) 

decides to pilot this app and provide it to the agencies who collect data such as health status, 

immunization status, known health problems etc. from various communities and classify it as per 

guidelines from NCDS. 

What is the role of agencies collecting data in this scenario? 

A. Data Controller 

B. Data Processor 

C. Data Subject 

D. Sub Processor 

Correct Answer: B 

 

QUESTION 3

A multinational company with operations in several parts within EU and outside EU, involves international data transfer
of both its employees and customers. In some of its EU branches, which are relatively larger in size, the organization
has a works council. Most of the data transferred is personal, and some of the data that the organization collects is
sensitive in nature, the processing of some of which is also outsourced to its branches in Asian countries. 

Which of the following are not mandatory pre-requisite before transferring sensitive personal data to its Asian
branches? 

A. Notifying the data subject 

B. Conducting risk assessment for the processing involved 

C. Determining adequacy status of the country 

D. Self-certifying to Safe Harbor practices and reporting to Federal Trade Commission 

Correct Answer: D 
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QUESTION 4

If an entity operates a website designed for kids or a website that targets general audience but collects information from
individuals known to be under age of 13 years, the entity must comply with requirements in the US. 

A. Child online protection Act, 1998 

B. Gramm-Leach-Bliley Act, 1999 

C. Personal Information Protection and Electronic Documents Act (PIPEDA) 

D. Sarbanes-Oxley Act, 2000 

Correct Answer: A 

 

QUESTION 5

Which of the following best defines a `Data Subject\\'? 

A. One who provides his/her personal information for availing any service 

B. One who processes the data/information of individuals for providing necessary services 

C. Corporate entity whose confidential information is shared with business partners 

Correct Answer: A 
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