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QUESTION 1

You support a coffee shop and have recently installed a free 802.11ac wireless hotspot for the benefit of your
customers. You want to minimize legal risk in the event that the hotspot is used for illegal Internet activity. What option
specifies the best approach to minimize legal risk at this public hotspot while maintaining an open venue for customer
Internet access? 

A. Require client STAs to have updated firewall and antivirus software. 

B. Block TCP port 25 and 80 outbound on the Internet router. 

C. Use a WIPS to monitor all traffic and deauthenticate malicious stations. 

D. Implement a captive portal with an acceptable use disclaimer. 

E. Allow only trusted patrons to use the WLAN. 

F. Configure WPA2-Enterprise security on the access point. 

Correct Answer: D 

 

QUESTION 2

Role-Based Access Control (RBAC) allows a WLAN administrator to perform what network function? 

A. Provide two or more user groups connected to the same SSID with different levels of network privileges. 

B. Allow access to specific files and applications based on the user\\'s WMM access category. 

C. Allow simultaneous support for multiple EAP types on a single access point. 

D. Minimize traffic load on an AP by requiring mandatory admission control for use of the Voice access category. 

Correct Answer: A 

 

QUESTION 3

What TKIP feature was introduced to counter the weak integrity check algorithm used in WEP? 

A. RC5 stream cipher 

B. Block cipher support 

C. Sequence counters 

D. 32-bit ICV (CRC-32) 

E. Michael 

Correct Answer: E 

CWSP-206 VCE Dumps | CWSP-206 Practice Test | CWSP-206 Braindumps                                2 / 3

https://www.pass4itsure.com/cwsp-206.html
https://www.pass4itsure.com/cwsp-206.html
https://www.pass4itsure.com/cwsp-206.html


https://www.pass4itsure.com/cwsp-206.html
2024 Latest pass4itsure CWSP-206 PDF and VCE dumps Download

 

QUESTION 4

What security vulnerability may result from a lack of staging, change management, and installation procedures for
WLAN infrastructure equipment? 

A. The WLAN system may be open to RF Denial-of-Service attacks. 

B. Authentication cracking of 64-bit Hex WPA-Personal PSK. 

C. AES-CCMP encryption keys may be decrypted. 

D. WIPS may not classify authorized, rogue, and neighbor APs accurately. 

Correct Answer: D 

 

QUESTION 5

For a WIPS system to identify the location of a rogue WLAN device using location pattering (RF fingerprinting), what
must be done as part of the WIPS installation? 

A. A location chipset (GPS) must be installed with it. 

B. At least six antennas must be installed in each sector. 

C. The RF environment must be sampled during an RF calibration process. 

D. All WIPS sensors must be installed as dual-purpose (AP/sensor) devices. 

Correct Answer: C 
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