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QUESTION 1

Which one of the following is not a role defined in the 802.1X authentication procedures used in 802.11 and 802.3
networks for port-based authentication? 

A. AAA Server 

B. Authentication Server 

C. Supplicant 

D. Authenticator 

Correct Answer: A 

 

QUESTION 2

You are using a utility that takes input and generates random output. For example, you can provide the input of a known
word as a secret word and then also provide another known word as salt input. When you process the input it generates
a secret code which is a combination of letters and numbers with case sensitivity. For what is the described utility
used? 

A. Generating PMKs that can be imported into 802.11 RSN-compatible devices. 

B. Generating passwords for WLAN infrastructure equipment logins. 

C. Generating dynamic session keys used for IPSec VPNs. 

D. Generating GTKs for broadcast traffic encryption. 

Correct Answer: B 

 

QUESTION 3

ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.
According to company policy, the security solution must prevent an eavesdropper from decrypting data frames
traversing a wireless connection. What security characteristic and/or component plays a role in preventing data
decryption? 

A. 4-Way Handshake 

B. PLCP Cyclic Redundancy Check (CRC) 

C. Multi-factor authentication 

D. Encrypted Passphrase Protocol (EPP) 

E. Integrity Check Value (ICV) 

Correct Answer: A 
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QUESTION 4

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture,
you see an auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly
after, you see DHCP communications and then ISAKMP protocol packets. What security solution is represented? 

A. 802.1X/EAP-TTLS 

B. WPA2-Personal with AES-CCMP 

C. 802.1X/PEAPv0/MS-CHAPv2 

D. EAP-MD5 

E. Open 802.11 authentication with IPSec 

Correct Answer: E 

 

QUESTION 5

What software and hardware tools are used in the process performed to hijack a wireless station from the authorized
wireless network onto an unauthorized wireless network? 

A. A low-gain patch antenna and terminal emulation software 

B. MAC spoofing software and MAC DoS software 

C. RF jamming device and a wireless radio card 

D. A wireless workgroup bridge and a protocol analyzer 

Correct Answer: C 
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