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QUESTION 1

What field in the RSN information element (IE) will indicate whether PSK- or Enterprise-based WPA or WPAZ2 is in use?
A. Group Cipher Suite

B. Pairwise Cipher Suite List

C. AKM Suite List

D. RSN Capabilities

Correct Answer: C

QUESTION 2

In a security penetration exercise, a WLAN consultant obtains the WEP key of XYZ Corporation\\'s wireless network.
Demonstrating the vulnerabilities of using WEP, the consultant uses a laptop running a software AP in an attempt to
hijack the authorized user\\'s connections. XYZ\\'s legacy network is using 802.11n APs with 802.11b, 11g, and 11n
client devices. With this setup, how can the consultant cause all of the authorized clients to establish Layer 2
connectivity with the software access point?

A. When the RF signal between the clients and the authorized AP is temporarily disrupted and the consultant\\'s
software AP is using the same SSID on a different channel than the authorized AP, the clients will reassociate to the
software AP.

B. If the consultant\\'s software AP broadcasts Beacon frames that advertise 802.11g data rates that are faster rates
than XYZ\\'s current 802.11b data rates, all WLAN clients will reassociate to the faster AP.

C. A higher SSID priority value configured in the Beacon frames of the consultant\\'s software AP will take priority over
the SSID in the authorized AP, causing the clients to reassociate.

D. All WLAN clients will reassociate to the consultant\\'s software AP if the consultant\\'s software AP provides the same
SSID on any channel with a 10 dB SNR improvement over the authorized AP.

Correct Answer: A

QUESTION 3

ABC Company is deploying an IEEE 802.11-compliant wireless security solution using 802.1X/EAP authentication.
According to company policy, the security solution must prevent an eavesdropper from decrypting data frames
traversing a wireless connection. What security characteristic and/or component plays a role in preventing data
decryption?

A. 4-Way Handshake

B. PLCP Cyclic Redundancy Check (CRC)

C. Multi-factor authentication

D. Encrypted Passphrase Protocol (EPP)
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E. Integrity Check Value (ICV)

Correct Answer: A

QUESTION 4

XYZ Company has recently installed a controller-based WLAN and is using a RADIUS server to query authentication
requests to an LDAP server. XYZ maintains user-based access policies and would like to use the RADIUS server to
facilitate network authorization. What RADIUS feature could be used by XYZ to assign the proper network permissions
to users during authentications?

A. RADIUS can reassign a client\\'s 802.11 association to a new SSID by referencing a username-to-SSID mapping
table in the LDAP user database.

B. The RADIUS server can support vendor-specific attributes in the ACCESS-ACCEPT response, which can be used for
user policy assignment.

C. The RADIUS server can communicate with the DHCP server to issue the appropriate IP address and VLAN
assignment to users.

D. RADIUS can send a DO-NOT-AUTHORIZE demand to the authenticator to prevent the STA from gaining access to
specific files, but may only employ this in relation to Linux servers.

Correct Answer: B

QUESTION 5

Many computer users connect to the Internet at airports, which often have 802.11n access points with a captive portal
for authentication. While using an airport hotspot with this security solution, to what type of wireless attack is a user
susceptible?

A. Wi-Fi phishing

B. Management interface exploits

C. UDP port redirection

D. IGMP snooping

Correct Answer: A
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