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QUESTION 1

ABC Company has a WLAN controller using WPA2-Enterprise with PEAPv0/MS-CHAPv2 and AES-CCMP to secure
their corporate wireless data. They wish to implement a guest WLAN for guest users to have Internet access, but want
to implement some security controls. The security requirements for the hotspot include: 

Cannot access corporate network resources Network permissions are limited to Internet access All stations must be
authenticated 

What security controls would you suggest? (Choose the single best answer.) 

A. Configure access control lists (ACLs) on the guest WLAN to control data types and destinations. 

B. Require guest users to authenticate via a captive portal HTTPS login page and place the guest WLAN and the
corporate WLAN on different VLANs. 

C. Implement separate controllers for the corporate and guest WLANs. 

D. Use a WIPS to deauthenticate guest users when their station tries to associate with the corporate WLAN. 

E. Force all guest users to use a common VPN protocol to connect. 

Correct Answer: B 

 

QUESTION 2

Your network implements an 802.1X/EAP-based wireless security solution. A WLAN controller is installed and manages
seven APs. FreeRADIUS is used for the RADIUS server and is installed on a dedicated server named SRV21. One
example client is a MacBook Pro with 8 GB RAM. What device functions as the 802.1X/EAP Authenticator? 

A. WLAN Controller/AP 

B. MacBook Pro 

C. SRV21 

D. RADIUS server 

Correct Answer: A 

 

QUESTION 3

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture,
you see an auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly
after, you see DHCP communications and then ISAKMP protocol packets. What security solution is represented? 

A. 802.1X/EAP-TTLS 

B. WPA2-Personal with AES-CCMP 

C. 802.1X/PEAPv0/MS-CHAPv2 
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D. EAP-MD5 

E. Open 802.11 authentication with IPSec 

Correct Answer: E 

 

QUESTION 4

ABC Hospital wishes to create a strong security policy as a first step in securing their 802.11 WLAN. Before creating the
WLAN security policy, what should you ensure you possess? 

A. Management support for the process. 

B. Security policy generation software. 

C. End-user training manuals for the policies to be created. 

D. Awareness of the exact vendor devices being installed. 

Correct Answer: A 

 

QUESTION 5

You are using a utility that takes input and generates random output. For example, you can provide the input of a known
word as a secret word and then also provide another known word as salt input. When you process the input it generates
a secret code which is a combination of letters and numbers with case sensitivity. For what is the described utility
used? 

A. Generating PMKs that can be imported into 802.11 RSN-compatible devices. 

B. Generating passwords for WLAN infrastructure equipment logins. 

C. Generating dynamic session keys used for IPSec VPNs. 

D. Generating GTKs for broadcast traffic encryption. 

Correct Answer: B 
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