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QUESTION 1

While performing a manual scan of your environment using a spectrum analyzer on a laptop computer, you notice a
signal in the real time FFT view. The signal is characterized by having peak power centered on channel 11 with an
approximate width of 20 MHz at its peak. The signal widens to approximately 40 MHz after it has weakened by about 30
dB.

What kind of signal is displayed in the spectrum analyzer?

A. A frequency hopping device is being used as a signal jammer in 5 GHz

B. A low-power wideband RF attack is in progress in 2.4 GHz, causing significant 802.11 interference

C. An 802.11g AP operating normally in 2.4 GHz

D. An 802.11a AP operating normally in 5 GHz

Correct Answer: C

QUESTION 2

Given: ABC Company has 20 employees and only needs one access point to cover their entire facility. Ten of ABC
Company\\'s employees have laptops with radio cards capable of only WPA security. The other ten employees have
laptops with radio cards capable of WPA2 security. The network administrator wishes to secure all wireless
communications (broadcast and unicast) for each laptop with its strongest supported security mechanism, but does not
wish to implement a RADIUS/AAA server due to complexity.

What security implementation will allow the network administrator to achieve this goal?

A. Implement an SSID with WPA2-Personal that allows both AES-CCMP and TKIP clients to connect.

B. Implement an SSID with WPA-Personal that allows both AES-CCMP and TKIP clients to connect.

C. Implement two separate SSIDs on the AP--one for WPA-Personal using TKIP and one for WPA2Personal using AES-
CCMP.

D. Implement an SSID with WPA2-Personal that sends all broadcast traffic using AES-CCMP and unicast traffic using
either TKIP or AES-CCMP.

Correct Answer: C

QUESTION 3
Given: You have implemented strong authentication and encryption mechanisms for your enterprise
802.11 WLAN using 802.1X/EAP with AES-CCMP.

For users connecting within the headquarters office, what other security solution will provide continuous monitoring of
both clients and APs with 802.11-specific tracking?

A. IPSec VPN client and server software
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B. Internet firewall software

C. Wireless intrusion prevention system
D. WLAN endpoint agent software

E. RADIUS proxy server

Correct Answer: C

QUESTION 4

You work as the security administrator for your organization. In relation to the WLAN, you are viewing a dashboard that
shows security threat, policy compliance and rogue threat charts. What type of system is in view?

A. Wireshark Protocol Analyzer

B. Wireless VPN Management Systems
C. Wireless Intrusion Prevention System
D. Distributed RF Spectrum Analyzer

E. WLAN Emulation System

Correct Answer: C

QUESTION 5

Given: You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop
computer has protocol analyzer software installed that is capable of capturing and decoding 802.11ac data.

What statement best describes the likely ability to capture 802.11ac frames for security testing purposes?

A. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header.

B. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work.

C. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO.

D. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes.

E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point.

Correct Answer: B
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