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QUESTION 1

Wireless Intrusion Prevention Systems (WIPS) are used for what purposes? (Choose 3)
A. Performance monitoring and troubleshooting

B. Enforcing wireless network security policy

C. Detecting and defending against eavesdropping attacks

D. Security monitoring and natification

E. Preventing physical carrier sense attacks

F. Classifying wired client devices

Correct Answer: ABD

QUESTION 2

What 802.11 WLAN security problem is directly addressed by mutual authentication?
A. Wireless hijacking attacks

B. Weak password policies

C. MAC spoofing

D. Disassociation attacks

E. Offline dictionary attacks

F. Weak Initialization Vectors

Correct Answer: A

QUESTION 3

When using a tunneled EAP type, such as PEAP, what component is protected inside the TLS tunnel so that it is not
sent in clear text across the wireless medium?

A. X.509 certificates

B. User credentials

C. Server credentials

D. RADIUS shared secret

Correct Answer: B
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QUESTION 4

You perform a protocol capture using Wireshark and a compatible 802.11 adapter in Linux. When viewing the capture,
you see an auth req frame and an auth rsp frame. Then you see an assoc req frame and an assoc rsp frame. Shortly
after, you see DHCP communications and then ISAKMP protocol packets. What security solution is represented?

A. 802.1X/EAP-TTLS

B. Open 802.11 authentication with IPSec

C. 802.1X/PEAPVO/MS-CHAPV2

D. WPA2-Personal with AES-CCMP

E. EAP-MD5

Correct Answer: B

QUESTION 5

You work as the security administrator for your organization. In relation to the WLAN, you are viewing a dashboard that
shows security threat, policy compliance and rogue threat charts. What type of system is in view?

A. Wireshark Protocol Analyzer

B. Wireless VPN Management Systems
C. Wireless Intrusion Prevention System
D. Distributed RF Spectrum Analyzer

E. WLAN Emulation System

Correct Answer: C
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