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QUESTION 1

When implementing a WPA2-Enterprise security solution, what protocol must the selected RADIUS server support? 

A. LWAPP, GRE, or CAPWAP 

B. IPSec/ESP 

C. EAP 

D. CCMP and TKIP 

E. LDAP 

Correct Answer: C 

 

QUESTION 2

What type of WLAN attack is prevented with the use of a per-MPDU TKIP sequence counter (TSC)? 

A. Weak-IV 

B. Forgery 

C. Replay 

D. Bit-flipping 

E. Session hijacking 

Correct Answer: C 

 

QUESTION 3

What statement is true regarding the nonces (ANonce and SNonce) used in the IEEE 802.11 4 Way Handshake? 

A. Both nonces are used by the Supplicant and Authenticator in the derivation of a single PTK. 

B. The Supplicant uses the SNonce to derive its unique PTK and the Authenticator uses the ANonce to derive its unique
PTK, but the nonces are not shared. 

C. Nonces are sent in EAPoL frames to indicate to the receiver that the sending station has installed and validated the
encryption keys. 

D. The nonces are created by combining the MAC addresses of the Supplicant, Authenticator, and Authentication
Server into a mixing algorithm. 

Correct Answer: A 
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QUESTION 4

Given: During 802.1X/LEAP authentication, the username is passed across the wireless medium in clear text. 

From a security perspective, why is this significant? 

A. The username is needed for Personal Access Credential (PAC) and X.509 certificate validation. 

B. The username is an input to the LEAP challenge/response hash that is exploited, so the username must be known to
conduct authentication cracking. 

C. 4-Way Handshake nonces are based on the username in WPA and WPA2 authentication. 

D. The username can be looked up in a dictionary file that lists common username/password combinations. 

Correct Answer: B 

 

QUESTION 5

You must support a TSN as you have older wireless equipment that will not support the required processing of AES
encryption. Which one of the following technologies will you use on the network so that a TSN can be implemented that
would not be required in a network compliant with 802.11-2012 non-deprecated technologies? 

A. WEP 

B. RC4 

C. CCMP 

D. WPA2 

Correct Answer: B 
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