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QUESTION 1

You are configuring seven APs to prevent common security attacks. The APs are to be installed in a small business and
to reduce costs, the company decided to install all consumer-grade wireless routers. The wireless routers will connect to
a switch, which connects directly to the Internet connection providing 50 Mbps of Internet bandwidth that will be shared
among 53 wireless clients and 17 wired clients.

To ensure the wireless network is as secure as possible from common attacks, what security measure can you
implement given only the hardware referenced?

A. WPA-Enterprise

B. 802.1X/EAP-PEAP
C. WPA2-Enterprise
D. WPA2-Personall

Correct Answer: D

QUESTION 2

Given: A WLAN consultant has just finished installing a WLAN controller with 15 controller- based APs.
Two SSIDs with separate VLANSs are configured for this network, and both VLANs are configured to use
the same RADIUS server. The SSIDs are configured as follows:

SSID Blue - VLAN 10 - Lightweight EAP (LEAP) authentication - CCMP cipher suite SSID Red - VLAN 20 PEAPVO/EAP-
TLS authentication - TKIP cipher suite The consultant\\'s computer can successfully

authenticate and browse the Internet when using the Blue SSID. The same computer cannot authenticate
when using the Red SSID.

What is a possible cause of the problem?

A. The Red VLAN does not use server certificate, but the client requires one.

B. The TKIP cipher suite is not a valid option for PEAPVO authentication.

C. The client does not have a proper certificate installed for the tunneled authentication within the established TLS
tunnel.

D. The consultant does not have a valid Kerberos ID on the Blue VLAN.

Correct Answer: C

QUESTION 3

Given: The Marketing department\\'s WLAN users need to reach their file and email server as well as the Internet, but
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should not have access to any other network resources.

What single WLAN security feature should be implemented to comply with these requirements?
A. Mutual authentication

B. Captive portal

C. Role-based access control

D. Group authentication

E. RADIUS policy accounting

Correct Answer: C

QUESTION 4

What 802.11 WLAN security problem is directly addressed by mutual authentication?
A. Wireless hijacking attacks

B. Weak password policies

C. MAC spoofing

D. Disassociation attacks

E. Offline dictionary attacks

F. Weak Initialization Vectors

Correct Answer: A

QUESTION 5

Given: XYZ Hospital plans to improve the security and performance of their Voice over Wi-Fi implementation and will be
upgrading to 802.11n phones with 802.1X/EAP authentication. XYZ would like to support fast secure roaming for the
phones and will require the ability to troubleshoot reassociations that are delayed or dropped during inter-channel
roaming.

What portable solution would be recommended for XYZ to troubleshoot roaming problems?

A. WIPS sensor software installed on a laptop computer

B. Spectrum analyzer software installed on a laptop computer

C. An autonomous AP mounted on a mobile cart and configured to operate in monitor mode

D. Laptop-based protocol analyzer with multiple 802.11n adapters

Correct Answer: D
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