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QUESTION 1

Given: The Aircrack-ng WLAN software tool can capture and transmit modified 802.11 frames over the 

wireless network. It comes pre-installed on Kali Linux and some other Linux distributions. 

What are three uses for such a tool? (Choose 3) 

A. Transmitting a deauthentication frame to disconnect a user from the AP. 

B. Auditing the configuration and functionality of a WIPS by simulating common attack sequences 

C. Probing the RADIUS server and authenticator to expose the RADIUS shared secret 

D. Cracking the authentication or encryption processes implemented poorly in some WLANs 

Correct Answer: ABD 

 

QUESTION 2

ABC Company requires the ability to identify and quickly locate rogue devices. ABC has chosen an overlay WIPS
solution with sensors that use dipole antennas to perform this task. Use your knowledge of location tracking techniques
to answer the question. 

In what ways can this 802.11-based WIPS platform determine the location of rogue laptops or APs? (Choose 3) 

A. Time Difference of Arrival (TDoA) 

B. Angle of Arrival (AoA) 

C. Trilateration of RSSI measurements 

D. GPS Positioning 

E. RF Fingerprinting 

Correct Answer: ACE 

 

QUESTION 3

Given: You have a Windows laptop computer with an integrated, dual-band, Wi-Fi compliant adapter. Your laptop
computer has protocol analyzer software installed that is capable of capturing and decoding 802.11ac data. 

What statement best describes the likely ability to capture 802.11ac frames for security testing purposes? 

A. All integrated 802.11ac adapters will work with most protocol analyzers for frame capture, including the Radio Tap
Header. 

B. Integrated 802.11ac adapters are not typically compatible with protocol analyzers in Windows laptops. It is often best
to use a USB adapter or carefully select a laptop with an integrated adapter that will work. 
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C. Laptops cannot be used to capture 802.11ac frames because they do not support MU-MIMO. 

D. Only Wireshark can be used to capture 802.11ac frames as no other protocol analyzer has implemented the proper
frame decodes. 

E. The only method available to capture 802.11ac frames is to perform a remote capture with a compatible access
point. 

Correct Answer: B 

 

QUESTION 4

You are configuring seven APs to prevent common security attacks. The APs are to be installed in a small business and
to reduce costs, the company decided to install all consumer-grade wireless routers. The wireless routers will connect to
a switch, which connects directly to the Internet connection providing 50 Mbps of Internet bandwidth that will be shared
among 53 wireless clients and 17 wired clients. 

To ensure the wireless network is as secure as possible from common attacks, what security measure can you
implement given only the hardware referenced? 

A. WPA-Enterprise 

B. 802.1X/EAP-PEAP 

C. WPA2-Enterprise 

D. WPA2-Personal 

Correct Answer: D 

 

QUESTION 5

What disadvantage does EAP-TLS have when compared with PEAPv0 EAP/MSCHAPv2 as an 802.11 WLAN security
solution? 

A. Fast/secure roaming in an 802.11 RSN is significantly longer when EAP-TLS is in use. 

B. EAP-TLS does not protect the client\\'s username and password inside an encrypted tunnel. 

C. EAP-TLS cannot establish a secure tunnel for internal EAP authentication. 

D. EAP-TLS is supported only by Cisco wireless infrastructure and client devices. 

E. EAP-TLS requires extensive PKI use to create X.509 certificates for both the server and all clients, which increases
administrative overhead. 

Correct Answer: E 
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