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QUESTION 1

Given: You support a coffee shop and have recently installed a free 802.11ac wireless hot-spot for the benefit of your
customers. You want to minimize legal risk in the event that the hot-spot is used for illegal Internet activity. 

What option specifies the best approach to minimize legal risk at this public hot-spot while maintaining an open venue
for customer Internet access? 

A. Configure WPA2-Enterprise security on the access point 

B. Block TCP port 25 and 80 outbound on the Internet router 

C. Require client STAs to have updated firewall and antivirus software 

D. Allow only trusted patrons to use the WLAN 

E. Use a WIPS to monitor all traffic and deauthenticate malicious stations 

F. Implement a captive portal with an acceptable use disclaimer 

Correct Answer: F 

 

QUESTION 2

Given: ABC Company is implementing a secure 802.11 WLAN at their headquarters (HQ) building in New York and at
each of the 10 small, remote branch offices around the United States. 802.1X/EAP is ABC\\'s preferred security solution,
where possible. All access points (at the HQ building and all branch offices) connect to a single WLAN controller located
at HQ. Each branch office has only a single AP and minimal IT resources. 

What security best practices should be followed in this deployment scenario? 

A. An encrypted VPN should connect the WLAN controller and each remote controller-based AP, or each remote site
should provide an encrypted VPN tunnel to HQ. 

B. APs at HQ and at each branch office should not broadcast the same SSID; instead each branch should have a
unique ID for user accounting purposes. 

C. RADIUS services should be provided at branch offices so that authentication server and supplicant credentials are
not sent over the Internet. 

D. Remote management of the WLAN controller via Telnet, SSH, HTTP, and HTTPS should be prohibited across the
WAN link. 

Correct Answer: A 

 

QUESTION 3

Given: A network security auditor is preparing to perform a comprehensive assessment of an 802.11ac network\\'s
security. 

What task should be performed at the beginning of the audit to maximize the auditor\\'s ability to expose network
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vulnerabilities? 

A. Identify the IP subnet information for each network segment. 

B. Identify the manufacturer of the wireless intrusion prevention system. 

C. Identify the skill level of the wireless network security administrator(s). 

D. Identify the manufacturer of the wireless infrastructure hardware. 

E. Identify the wireless security solution(s) currently in use. 

Correct Answer: E 

 

QUESTION 4

What policy would help mitigate the impact of peer-to-peer attacks against wireless-enabled corporate laptop computers
when the laptops are also used on public access networks such as wireless hot-spots? 

A. Require Port Address Translation (PAT) on each laptop. 

B. Require secure applications such as POP, HTTP, and SSH. 

C. Require VPN software for connectivity to the corporate network. 

D. Require WPA2-Enterprise as the minimal WLAN security solution. 

Correct Answer: C 

 

QUESTION 5

You must locate non-compliant 802.11 devices. Which one of the following tools will you use and why? 

A. A spectrum analyzer, because it can show the energy footprint of a device using WPA differently from a device using
WPA2. 

B. A spectrum analyzer, because it can decode the PHY preamble of a non-compliant device. 

C. A protocol analyzer, because it can be used to view the spectrum energy of non-compliant 802.11 devices, which is
always different from compliant devices. 

D. A protocol analyzer, because it can be used to report on security settings and regulatory or rule compliance 

Correct Answer: D 
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