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QUESTION 1

You are troubleshooting a controller-based AP that is unable to locate the controller. DHCP is not used and the
controller is located at 10.10.10.81/24 while the AP is on the 10.10.16.0/24 network. What should be inspected to verify
proper configuration? 

A. NTP 

B. BOOTH 

C. DNS 

D. AP hosts file 

Correct Answer: C 

 

QUESTION 2

What best describes WPA2 in relation to 802.11 wireless networks? 

A. WPA2 is specified in the 802.11 standard as implementing CCMP/AES. 

B. WPA2 is the standard that defines security for WLANs. 

C. WPA2 is a certification created by the Wi-Fi Alliance that validates devices correctly implement CCMP/ AES. 

D. WPA2 is the second version of WPA and it enhances security through the use of TKIP instead of WEP. 

Correct Answer: B 

 

QUESTION 3

Which IEEE 802.11 physical layer (PHY) specification includes support for and compatibility with both ERP and
HR/DSSS? 

A. VHT (802.11ac) 

B. OFDM (802.11a) 

C. DSSS (802.11-Prime) 

D. HT (802.11n) 

Correct Answer: D 

 

QUESTION 4

You are performing a post-implementation validation survey. What basic tool can be used to easily locate areas of high
co-channel interference? 
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A. Throughput tester 

B. Laptop-based spectrum analyzer 

C. Access point spectrum analyzer 

D. Wi-Fi scanner 

Correct Answer: D 

 

QUESTION 5

You are troubleshooting a WLAN problem and you suspect hidden node as the cause. What should you look for in a
protocol analyzers? 

A. Frames with the HN bit set to 1 

B. Frames with the retry bit set to 0 

C. Frames transmitted from the AP without acknowledgement 

D. Retransmitted frames from multiple STAs at higher rates than other STAs 

Correct Answer: D 

Reference http://setup-wireless.blogspot.com/2008/11/wireless-hidden-node.html 
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