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QUESTION 1

You are implementing a multi-AP WLAN and fast secure roaming is essential. Which one of the following methods is an
IEEE 802.11 standard method for fast roaming? 

A. Band steering 

B. FT 

C. OKC 

D. Load balancing 

Correct Answer: B 

Reference https://www.networkcomputing.com/wireless-infrastructure/wifi-fast-roaming-simplified/1993108957 

 

QUESTION 2

You are troubleshooting a client issue on a Windows laptop. The laptop can see and connect to 2.4 GHz APs, but is
does not even see 5 GHz APs. While evaluating the issue, you determine that this problem is happening for all of the
laptops of this model in the organization. Several other tablets connect on channel 48 and channel 52 in the same work
areas. What is the likely problem? 

A. The clients are configured to use WPA and 5 GHz channels only support WPA2. 

B. The antennas in the laptop have insufficient gain to detect the 5 GHz signals. 

C. The access points are configured to disallow 5 GHz. 

D. The client drivers are faulty and should be upgraded. 

Correct Answer: B 

 

 

QUESTION 3

What best describes WPA2 in relation to 802.11 wireless networks? 

A. WPA2 is specified in the 802.11 standard as implementing CCMP/AES. 

B. WPA2 is the standard that defines security for WLANs. 

C. WPA2 is a certification created by the Wi-Fi Alliance that validates devices correctly implement CCMP/ AES. 

D. WPA2 is the second version of WPA and it enhances security through the use of TKIP instead of WEP. 

Correct Answer: B 
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QUESTION 4

What is an advantage of using WPA2-Personal instead of WEP-128 as a security solution for 802.11 networks? 

A. WPA2-Personal uses CCMP for encryption, and WEP-128 uses TKIP for encryption 

B. WPA2-Personal uses dynamic encryption keys, and WEP-128 uses static keys 

C. WPA2-Personal uses 802.1X/EAP for authentication, and WEP-128 uses preshared keys 

D. WPA2-Personal is based on IEEE 802.11 industry standards, but WEP is not 

Correct Answer: B 

 

 

QUESTION 5

An 802.11 WLAN transmitter that emits a 50 mW signal is connected to a cable with 3 dB of loss. The cable is
connected to an antenna with 16 dBi of gain. 

What is the EIRP power output? 

A. 2 W 

B. 250 mW 

C. 1000 mW 

D. 500 mW 

Correct Answer: C 
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