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QUESTION 1

What is an advantage of using WPA2-Personal instead of WEP-128 as a security solution for 802.11 networks? 

A. WPA2-Personal uses CCMP for encryption, and WEP-128 uses TKIP for encryption 

B. WPA2-Personal uses dynamic encryption keys, and WEP-128 uses static keys 

C. WPA2-Personal uses 802.1X/EAP for authentication, and WEP-128 uses preshared keys 

D. WPA2-Personal is based on IEEE 802.11 industry standards, but WEP is not 

Correct Answer: B 

 

 

QUESTION 2

A WLAN is implemented using wireless controllers. The APs must locate the controllers when powered on and
connected to the network. Which one of the following methods is commonly used to locate the controllers by the APs? 

A. DHCP 

B. GRE 

C. NTP 

D. SNMP 

Correct Answer: A 

Reference
https://books.google.com.pk/books?id=YEW0DAAAQBAJandpg=SA7-PA9andlpg=SA7-PA9anddq=methods+is
+commonly+used+to+locate+the+controllers+by+the
+APsandsource=blandots=O2sMDljjDVandsig=M1_gvQnGaWfGg13Pbb1xTkflklAandhl=enandsa=Xandved=0ahUKEwj
3hvmPoaLZAhWRPFAKHb5MAyQQ6AEIJzAA#v=onepageandq=methods%20is%20commonly%20used%
20to%20locate%20the%20controllers%20by%20the%20APsandf=false 

 

QUESTION 3

In a mesh BSS (MBSS), according to the 802.11-2016 standard, what device connects the mesh to an Ethernet
network? 

A. Mesh Gate 

B. Mesh Switch 

C. Mesh Router 

D. Mesh Portal 
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Correct Answer: A 

Reference https://www.cwnp.com/uploads/802-11s_mesh_networking_v1-0.pdf 

 

QUESTION 4

ABC Company is planning to install a new 802.11ac WLAN, but wants to upgrade its wired infrastructure first to provide
the best user experience possible. ABC Company has hired you to perform the RF site survey. During the interview with
the network manager, you are told that the new Ethernet edge switches will support VoIP phones and 802.11 access
points, both using 802.3 PoE. 

After hearing this information, what immediate concerns do you note? 

A. The power budget in the edge switches must be carefully planned and monitored based on the number of supported
PoE devices. 

B. The edge Ethernet switches should support Ether-channel to get the best results out of the network. 

C. VoIP phones and 802.11 access points should not be powered by the same edge switch due to distortion. 

D. If the switches are in optimal locations for VoIP phones, they are likely to be suboptimal locations for 

802.11 APs 

Correct Answer: A 

 

QUESTION 5

What factor is likely to cause the least impact on the application layer throughput of an 802.11n client station in a 2.4
GHz HT BSS? 

A. Increasing or decreasing the number of spatial streams in use by the client station and AP 

B. Implementation of several other clients in the same BSS using 802.11 g radios 

C. Implementing Fast BSS Transition (FT) for roaming 

D. RF interface from more than 10 nearby Bluetooth transmitters 

Correct Answer: A 
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