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QUESTION 1

The IEEE 802.11-2012 standard requires VHT capabledevices to be backward compatible with devices using which
other 802.11 physical layer specifications (PHYs)? (Choose 2) 

A. HT 

B. OFDM 

C. HR/DSSS 

D. ERP-PBCC 

E. DSSS-OFDM 

Correct Answer: AB 

 

QUESTION 2

The client devices that connect to your network include a mix of dual-band 802.11n and 802.11ac, single-band
802.11b/g/n, and some 802.11a/g/n. Your access points are configured with the same SSID on both the 2.4 and 5 GHz
bands. The APs are also configured to prioritize client connectivity to 5 GHz. 

How does an AP perform band steering to encourage clients to use 5 GHz? 

A. When the client sends a probe request in the 2.4GHz band, the AP may reply with information about the 5 GHz BSS. 

B. The AP may ignore the initial probe requests or 802.11 authentication requests sent in the 2.4 GHz band by dual-
band clients 

C. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then send unicast channel switch
announcements to the client announcing the 5 GHz channel as the new channel. 

D. The AP may allow an 802.11 association with the client in the 2.4 GHz band, then the AP may perform a transparent
client handoff by transferring the client\\'s MAC address to the 5 GHz radio. 

Correct Answer: B 

 

QUESTION 3

Two co-located 802.11b/g/n APs can interfere with one another and cause contention and collisions, even whenthe two
APs are operating on non-overlapping channels (e.g. 1 and 6). 

What deployment flaw could cause this problem? 

A. The access points are mounted too closely to one another. 

B. Reflective objects in the area are causing significant multipath. 

C. A client station is using active scanning to probe for access points on multiple channels. 
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D. The access points are not synchronized to the same NTP server. 

Correct Answer: A 

 

QUESTION 4

Which data rate is supported by 802.11g radios that is not supported by 802.11a radios? 

A. 9 Mbps 

B. 11 Mbps 

C. 12 Mbps 

D. 54 Mbps 

E. 65 Mbps 

F. 130 Mbps 

Correct Answer: B 

 

QUESTION 5

What standard isreferenced into the 802.11-2012 specification and is recommend for robust WLAN client security? 

A. SSID hiding 

B. WEP 

C. 802.1X/EAP 

D. IPSec VPN 

Correct Answer: C 
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