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QUESTION 1

In a multiple channel architecture (MCA) network supporting 802.1X authentication, what aspect of WLAN design affects
client roaming efficiency and effectiveness?

A. PHY standard used by the AP
B. Key caching protocols

C. Cipher suite

D. PHY standard used by client

Correct Answer: B

QUESTION 2

In this question, you will compare the mobility processes of a network that supports WPA2- Personal and
WPAZ2-Enterprise. Assume the use of a 15-character ASCII passphrase for WPA2-Personal and EAP-TTLS/MSCHAPV2
with WPA2Enterprise. Also, assume that proprietary roaming protocols are not supported.

When a device transitions from one BSS to another within the same ESS, what step must be performed in the
WPAZ2-Enterprise transition that are not performed in the WPA2- Personal transition?

A. Open System Authentication
B. 802.11 Reassociation

C. 802.1X authentication

D. 4-Way Handshake

Correct Answer: C

QUESTION 3

When implementing WLAN security according to common best practices, what feature should be enabled when
configuring an EAP type?

A. The "Use WEP if RADIUS server unavailable" option

B. The "Validate server certificate" option

C. The "Trusted Root Certification Authorities” list

D. The "Do not prompt user to authorize new servers or trusted certification authorities" option

Correct Answer: B
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QUESTION 4

You are site surveying a network for VoWiFi. You have positioned an AP for a manual survey and are moving away
from the AP with a phone in Survey Mode in your hand and you are reading the RSSI value of the signal received from
the AP. You have previously determined that the noise floor was approximately -94 dBm on this floor of the building.
The phone\\'s documentation does not specify a recommended RSSI orSNR value for best performance.

Based on the information provided and the type of device (VoWiFi phone) you are deploying, what minimum RSSI
should you plan for in all areas you are monitoring and where VoWiFi service is desired?

A.-75dBm
B. -72 dBm
C.-67 dBm
D. -62 dBm

Correct Answer: C

QUESTION 5

ABC Manufacturing has a heavily-used dual-band (2.4 / 5 GHz) WLAN, but sporadic RF interference across the 2.4
GHz band is causing dropped VoWiFi calls and leading to data connectivity and throughput problems. In addition to
avoiding 2.4 GHz channels and installing a distributed spectrum analyzer to locate RF interference sources, what should
the implementer do to resolve the problem fully?

A. Have only guest access on the 5 GHz channels.

B. Move all corporate data clients and VoWiFi devices to the 5 GHz channels appropriate for their regulatory domain.

C. Use captive portals for guest authentication in 5 GHz.

D. Implement WPA-PSK everywhere in the network.

Correct Answer: B
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