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QUESTION 1

Given a protocol analyzer can decrypt WPA2-PSK data packets providing the PSK and SSID are
configured in the analyzer software.

When performing packet capture (in a non-FT environment) which frames are required in order for PSK
frame decryption to be possible?

A. Authentication

B. Reassociation

C. 4-Way Handshake

D. Probe Response

Correct Answer: C

QUESTION 2

Which one of the following is not a valid acknowledgment frame?
A.RTS

B.CTS

C. Ack

D. Block Ack

Correct Answer: C

QUESTION 3

Which one of the following is not a valid reason for an AP to fail a STAs association?
A. Requesting station has the wrong PSK

B. Does not support the specified authentication algorithm

C. AP is unable to handle additional associations

D. Requesting station does not support all the required data rates

Correct Answer: A

QUESTION 4
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Why would a STA that supports 802.11k Radio Measurement send a Neighbor Request to an AP?

A. To learn about neighboring interference sources and tune its RF radio accordingly

B. To inform the current AP about the STA\W's intent to roam to a neighboring AP, ensuring a seamless handover
C. To request a list of neighboring APs which the STA can use as roaming candidates

D. To request a list of neighboring STAs which enables the STA to better pick the right protectionmechanisms

Correct Answer: C

QUESTION 5

How many frames make up the Group Key Handshake excluding any Ack frames that may be required?
Al

B.2

C.3

D. 4

Correct Answer: D
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