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QUESTION 1

A systems administrator wants to have near-real-time information on the volume of data being exchanged between an
application server and its clients on the Internet. Which of the following should the systems administrator implement to
achieve this objective? 

A. A stateful firewall 

B. DLP 

C. DNSSEC 

D. Network flows 

Correct Answer: D 

 

QUESTION 2

An organization is required to set a custom registry key on the guest operating system. 

Which of the following should the organization implement to facilitate this requirement? 

A. A configuration management solution 

B. A log and event monitoring solution 

C. A file integrity check solution 

D. An operating system ACL 

Correct Answer: A 

 

QUESTION 3

A cloud administrator checked out the deployment scripts used to deploy the sandbox environment to a public cloud
provider. The administrator modified the script to add an application load balancer in front of the web-based front-end
application. The administrator next used the script to recreate a new sandbox environment successfully, and the
application was then using the new load balancer. 

The following week, a new update was required to add more front-end servers to the sandbox environment. A second
administrator made the necessary changes and checked out the deployment scripts. The second administrator then ran
the script, but the application load balancer was missing from the new deployment. 

Which of the following is the MOST likely reason for this issue? 

A. The license limit on the number of server deployments allowed per month was exceeded 

B. The deployment script changes made by the first administrator were not checked in and committed 

C. The new server images were incompatible with the application load-balancer configuration 
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D. The application load balancer exceeded the maximum number of servers it could use 

Correct Answer: B 

 

QUESTION 4

A cloud administrator recently deployed an update to the network drivers of several servers. Following the update, one
of the servers no longer responds to remote login requests. The cloud administrator investigates the issue and gathers
the following information: 

1.

 The cloud management console shows the VM is running and the CPU and memory utilization is at or near 0%. 

2.

 The cloud management console does not show an IP address for that server. 

3.

 A DNS lookup shows the hostname resolves to an IP address. 

4.

 The server is a member of the same security group as the others. 

5.

 The cloud administrator is able to log in remotely to the other servers without issue. Which of the following is the MOST
likely cause of the server being unavailable? 

A. The network driver updates did not apply successfully, and the interface is in a down state. 

B. The ACL policy for the server was updated as part of the server reboot, preventing login access. 

C. The server was assigned a new IP address, and DNS entry for the server name was not updated. 

D. The update caused an increase in the output to the logs, and the server is too busy to respond. 

Correct Answer: C 

 

QUESTION 5

A company wants to implement business continuity, and the cloud solution architect needs to design the correct
solution. Which of the following will provide the data to measure business continuity? (Choose two.) 

A. A service-level agreement 

B. Automation scripts 

C. Playbooks 

D. A network diagram 
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E. A backup and restore 

F. A recovery time objective 

Correct Answer: AF 
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