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QUESTION 1

Which of the following types of obfuscation transformation increases the difficulty for a deobfuscation tool so that it
cannot extract the true application from the obfuscated version? 

A. Preventive transformation 

B. Data obfuscation 

C. Control obfuscation 

D. Layout obfuscation 

Correct Answer: A 

Preventive transformation increases the difficulty for a de-obfuscation tool so that it cannot extract the true application
from the obfuscated version. 

 

QUESTION 2

Which of the following terms refers to a mechanism which proves that the sender really sent a particular message? 

A. Confidentiality 

B. Non-repudiation 

C. Authentication 

D. Integrity 

Correct Answer: B 

Non-repudiation is a mechanism which proves that the sender really sent a message. It provides an evidence of the
identity of the senderand message integrity. It also prevents a person from denying the submission or delivery of the
message and the integrity of its contents. Answer: C is incorrect. Authentication is a process of verifying the identity of a
person or network host. Answer: A is incorrect. Confidentiality ensures that no one can read a message except the
intended receiver. Answer: D is incorrect. Integrity assures the receiver that the received message has not been altered
in any way from the original. 

 

QUESTION 3

Which of the following is a variant with regard to Configuration Management? 

A. A CI that has the same name as another CI but shares no relationship. 

B. A CI that particularly refers to a software version. 

C. A CI that has the same essential functionality as another CI but a bit different in some small manner. 

D. A CI that particularly refers to a hardware specification. 
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Correct Answer: C 

A CI that has the same essential functionality as another CI but a bit different in some small manner, and therefore,
might be required to be analyzed along with its generic group. A Configuration item (CI) is an IT asset or a combination
of IT assets that may depend and have relationships with other IT processes. A CI will have attributes which may be
hierarchical and relationships that will be assigned by the configuration manager in the CM database. The Configuration
Item (CI) attributes are as follows: 1.Technical: It is data that describes the CI\\'s capabilities which include software
version and model numbers, hardware and manufacturer specifications, and other technical details like networking
speeds, and data storage size. Keyboards, mice and cables are considered consumables. 2.Ownership: It is part of
financial asset management, ownership attributes, warranty, location, and responsible person for the CI. 3.Relationship:
It is the relationship among hardware items, software, and users. Answer: B, D, and A are incorrect. These are incorrect
definitions of a variant with regard to Configuration Management. 

 

QUESTION 4

You work as a CSO (Chief Security Officer) for Tech Perfect Inc. You want to perform the following tasks: Develop a risk-
driven enterprise information security architecture. Deliver security infrastructure solutions that support critical business
initiatives. Which of the following methods will you use to accomplish these tasks? 

A. Service-oriented modeling and architecture 

B. Service-oriented modeling framework 

C. Sherwood Applied Business Security Architecture 

D. Service-oriented architecture 

Correct Answer: C 

SABSA (Sherwood Applied Business Security Architecture) is a framework and methodology for Enterprise Security
Architecture and Service Management. SABSA is a model and a methodology for developing risk-driven enterprise
information security architectures and for delivering security infrastructure solutions that support critical business
initiatives. The primary characteristic of the SABSA model is that everything must be derived from an analysis of the
business requirements for security, especially those in which security has an enabling function through which new
business opportunities can be developed and exploited. Answer: B is incorrect. The service-oriented modeling
framework (SOMF) is a service-oriented development life cycle methodology. It offers a number of modeling practices
and disciplines that contribute to a successful service-oriented life cycle management and modeling. The service-
oriented modeling framework illustrates the major elements that identify the "what to do" aspects of a service
development scheme. Answer: A is incorrect. The service-oriented modeling and architecture (SOMA) includes an
analysis and design method that extends traditional object-oriented and component-based analysis and design methods
to include concerns relevant to and supporting SOA. Answer: D is incorrect. The service-oriented architecture (SOA) is
a flexible set of design principles used during the phases of systems development and integration. 

 

QUESTION 5

Harry is the project manager of the MMQ Construction Project. In this project, Harry has identified a supplier who can
create stained glass windows for 1,000 window units in the construction project. The supplier is an artist who works by
himself, but creates windows for several companies throughout the United States. Management reviews the proposal to
use this supplier and while they agree that the supplier is talented, they do not think the artist can fulfill the 1,000
window units in time for the project\\'s deadline. Management asked Harry to find a supplier who can fulfill the
completion of the windows by the needed date in the schedule. What risk response has management asked Harry to
implement? 
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A. Transference 

B. Avoidance 

C. Mitigation 

D. Acceptance 

Correct Answer: C 

This is an example of mitigation. By changing to a more reliable supplier, Harry is reducing the probability the supplier
will be late. It\\'s still possible that the vendor may not be able to deliver the stained glass windows, but the more
reputable supplier reduces the probability of the lateness. Mitigation is a risk response planning technique associated
with threats that seeks to reduce the probability of occurrence or impact of a risk to below an acceptable threshold. Risk
mitigation involves taking early action to reduce the probability and impact of a risk occurring on the project. Adopting
less complex processes, conducting more tests, or choosing a more stable supplier are examples of mitigation actions.
Answer: A is incorrect. Transference is when the risk is transferred to a third party, usually for a fee. While this question
does include a contractual relationship, the risk is the lateness of the windows. Transference focuses on transferring the
risk to a third party to manage the risk event. In this instance, the management of the risk is owned by a third party; the
third party actually creates the risk event because of the possibility of the lateness of the windows. Answer: B is
incorrect. Avoidance changes the project plan to avoid the risk. If the project manager and management changed the
window-type to a standard window in the project requirements, then this would be avoidance. Risk avoidance is a
technique used for threats. It creates changes to the project management plan that are meant to either eliminate the risk
completely or to protect the project objectives from its impact. Risk avoidance removes the risk event entirely either by
adding additional steps to avoid the event or reducing the project scope requirements. It may seem the answer to all
possible risks, but avoiding risks also means losing out on the potential gains that accepting (retaining) the risk might
have allowed. Answer: D is incorrect. Acceptance accepts the risk that the windows could be late and offers no
response. 
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