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QUESTION 1

Which of the following is NOT a responsibility of a data owner? 

A. Approving access requests 

B. Ensuring that the necessary security controls are in place 

C. Delegating responsibility of the day-to-day maintenance of the data protection mechanisms to the data custodian 

D. Maintaining and protecting data 

Correct Answer: D 

It is not a responsibility of a data owner. The data custodian (information custodian) is responsible for maintaining and
protecting the data. Answer: B, A, and C are incorrect. All of these are responsibilities of a data owner. The roles and
responsibilities of a data owner are as follows: The data owner (information owner) is usually a member of
management, in charge of a specific business unit, and is ultimately responsible for the protection and use of a specific
subset of information. The data owner decides upon the classification of the data that he is responsible for and alters
that classification if the business needs arise. This person is also responsible for ensuring that the necessary security
controls are in place, ensuring that proper access rights are being used, defining security requirements per classification
and backup requirements, approving any disclosure activities, and defining user access criteria. The data owner
approves access requests or may choose to delegate this function to business unit managers. And it is the data owner
who will deal with security violations pertaining to the data he is responsible for protecting. The data owner, who
obviously has enough on his plate, delegates responsibility of the day-to-day maintenance of the data protection
mechanisms to the data custodian. 

 

QUESTION 2

Which of the following are Service Level Agreement (SLA) structures as defined by ITIL? Each correct answer
represents a complete solution. Choose all that apply. 

A. Component Based 

B. Service Based 

C. Segment Based 

D. Customer Based 

E. Multi-Level 

Correct Answer: BDE 

ITIL defines 3 types of Service Level Agreement (SLA) structures, which are as follows: 1.Customer Based: It covers all
services used by an individual customer group. 2.Service Based: It is one service for all customers. 3.Multi-Level: Some
examples of Multi-Level SLA are 3 Tier SLA encompassing Corporate and Customer and Service Layers. Answer: C
and A are incorrect. There are no such SLA structures as Segment Based and Component Based. 

 

QUESTION 3
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Which of the following configuration management system processes keeps track of the changes so that the latest
acceptable configuration specifications are readily available? 

A. Configuration Control 

B. Configuration Status and Accounting 

C. Configuration Verification and Audit 

D. Configuration Identification 

Correct Answer: B 

The configuration status accounting procedure is the ability to record and report on the configuration baselines
associated with each configuration item at any moment of time. It supports the functional and physical attributes of
software at various points in time, and performs systematic control of accounting to the identified attributes for the
purpose of maintaining software integrity and traceability throughout the software development life cycle. The
configuration status and accounting process keeps track of the changes so that the latest acceptable configuration
specifications are readily available. Answer: C is incorrect. The verification and audit processes seek to establish a high
level of confidence in how well the Configuration Management activity is working. Answer: A is incorrect. Configuration
control is a procedure of the Configuration management. Configuration control is a set of processes and approval
stages required to change a configuration item\\'s attributes and to re-baseline them. It supports the change of the
functional and physical attributes of software at various points in time, and performs systematic control of changes to the
identified attributes. Answer: D is incorrect. Configuration identification is the process of identifying the attributes that
define every aspect of a configuration item. A configuration item is a product (hardware and/or software) that has an end-
user purpose. These attributes are recorded in configuration documentation and baselined. Baselining an attribute
forces formal configuration change control processes to be effected in the event that these attributes are changed. 

 

QUESTION 4

In which of the following cryptographic attacking techniques does an attacker obtain encrypted messages that have
been encrypted using the same encryption algorithm? 

A. Chosen plaintext attack 

B. Chosen ciphertext attack 

C. Ciphertext only attack 

D. Known plaintext attack 

Correct Answer: C 

In a ciphertext only attack, an attacker obtains encrypted messages that have been encrypted using the same
encryption algorithm. 

 

QUESTION 5

You work as the Senior Project manager in Dotcoiss Inc. Your company has started a software project using
configuration management and has completed 70% of it. You need to ensure that the network infrastructure devices and
networking standards used in this project are installed in accordance with the requirements of its detailed project design
documentation. Which of the following procedures will you employ to accomplish the task? 
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A. Configuration identification 

B. Configuration control 

C. Functional configuration audit 

D. Physical configuration audit 

Correct Answer: D 

Physical Configuration Audit (PCA) is one of the practices used in Software Configuration Management for Software
Configuration Auditing. The purpose of the software PCA is to ensure that the design and reference documentation is
consistent with the as-built software product. PCA checks and matches the really implemented layout with the
documented layout. Answer: C is incorrect. Functional Configuration Audit or FCA is one of the practices used in
Software Configuration Management for Software Configuration Auditing. FCA occurs either at delivery or at the
moment of effecting the change. A Functional Configuration Audit ensures that functional and performance attributes of
a configuration item are achieved. Answer: B is incorrect. Configuration control is a procedure of the Configuration
management. Configuration control is a set of processes and approval stages required to change a configuration
item\\'s attributes and to re-baseline them. It supports the change of the functional and physical attributes of software at
various points in time, and performs systematic control of changes to the identified attributes. Answer: A is incorrect.
Configuration identification is the process of identifying the attributes that define every aspect of a configuration item. A
configuration item is a product (hardware and/or software) that has an end-user purpose. These attributes are recorded
in configuration documentation and baselined. Baselining an attribute forces formal configuration change control
processes to be effected in the event that these attributes are changed. 
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