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QUESTION 1

Which of the following are the primary functions of configuration management? 

Each correct answer represents a complete solution. Choose all that apply. 

A. It removes the risk event entirely by adding additional steps to avoid the event. 

B. It ensures that the change is implemented in a sequential manner through formalized testing. 

C. It reduces the negative impact that the change might have had on the computing services and resources. 

D. It analyzes the effect of the change that is implemented on the system. 

Correct Answer: BCD 

The primary functions of configuration management are as follows: It ensures that the change is implemented in a
sequential manner through formalized testing. It ensures that the user base is informed of the future change. It analyzes
the effect of the change that is implemented on the system. It reduces the negative impact that the change might have
had on the computing services and resources. Answer: A is incorrect. It is not one of the primary functions of
configuration management. It is the function of risk avoidance. 

 

QUESTION 2

Which of the following NIST Special Publication documents provides a guideline on questionnaires and checklists
through which systems can be evaluated for compliance against specific control objectives? 

A. NIST SP 800-37 

B. NIST SP 800-26 

C. NIST SP 800-53A 

D. NIST SP 800-59 

E. NIST SP 800-53 

F. NIST SP 800-60 

Correct Answer: B 

NIST SP 800-26 (Security Self-Assessment Guide for Information Technology Systems) provides a guideline on
questionnaires and checklists through which systems can be evaluated for compliance against specific control
objectives. 

Answer: A, E, C, D, and F are incorrect. NIST has developed a suite of documents for conducting Certification and
Accreditation (CandA). These documents are as follows: 

NIST Special Publication 800-37: This document is a guide for the security certification and accreditation of Federal
Information Systems. NIST Special Publication 800-53: This document provides a guideline for security controls for
Federal 

Information Systems. NIST Special Publication 800-53A. This document consists of techniques and procedures for
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verifying the effectiveness of security controls in Federal Information System. NIST Special Publication 800-59: 

This document is a guideline for identifying an information system as a National Security System. NIST Special
Publication 800-60: This document is a guide for mapping types of information and information systems to security
objectives and 

risk levels. 

 

QUESTION 3

The NIST ITL Cloud Research Team defines some primary and secondary technologies as the fundamental elements of
cloud computing in its "Effectively and Securely Using the Cloud Computing Paradigm" presentation. Which of the
following technologies are included in the primary technologies? Each correct answer represents a complete solution.
Choose all that apply. 

A. Web application framework 

B. Free and open source software 

C. SOA 

D. Virtualization 

Correct Answer: BCD 

The primary technologies defined by the NIST ITL Cloud Research Team in its "Effectively and Securely Using the
Cloud Computing Paradigm" presentation are as follows: 

Virtualization Grid technology SOA (Service Oriented Architecture) Distributed computing Broadband network Browser
as a platform Free and open source software Answer: A is incorrect. 

It is defined as the secondary technology. 

 

QUESTION 4

Which of the following is a standard that sets basic requirements for assessing the effectiveness of computer security
controls built into a computer system? 

A. FITSAF 

B. FIPS 

C. TCSEC 

D. SSAA 

Correct Answer: C 

Trusted Computer System Evaluation Criteria (TCSEC) is a United States Government Department of Defense (DoD)
standard that sets basic requirements for assessing the effectiveness of computer security controls built into a computer
system. TCSEC was used to evaluate, classify, and select computer systems being considered for the processing,
storage, and retrieval of sensitive or classified information. It was replaced with the development of the Common Criteria
international standard originally published in 2005. The TCSEC, frequently referred to as the Orange Book, is the
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centerpiece of the DoD Rainbow Series publications. Answer: D is incorrect. System Security Authorization Agreement
(SSAA) is an information security document used in the United States Department of Defense (DoD) to describe and
accredit networks and systems. The SSAA is part of the Department of Defense Information Technology Security
Certification and Accreditation Process, or DITSCAP (superseded by DIACAP). The DoD instruction (issues in
December 1997, that describes DITSCAP and provides an outline for the SSAA document is DODI 5200.40. The
DITSCAP application manual (DoD8510.1- M), published in July 2000, provides additional details. Answer: A is
incorrect. FITSAF stands for Federal Information Technology Security Assessment Framework. It is a methodology for
assessing the security of information systems. It provides an approach for federal agencies. It determines how federal
agencies are meeting existing policy and establish goals. The main advantage of FITSAF is that it addresses the
requirements of Office of Management and Budget (OMB). It also addresses the guidelines provided by the National
Institute of Standards and Technology (NIsT). Answer: B is incorrect. The Federal Information Processing Standards
(FIPS) are publicly announced standards developed by the United States federal government for use by all non-military
government agencies and by government contractors. Many FIPS standards are modified versions of standards used in
the wider community (ANSI, IEEE, ISO, etc.). Some FIPS standards were originally developed by the U.S. government.
For instance, standards for encoding data (e.g., country codes), but more significantly some encryption standards, such
as the Data Encryption Standard (FIPS 46-3) and the Advanced Encryption Standard (FIPS 197). In 1994, NOAA
(Noaa) began broadcasting coded signals called FIPS (Federal Information Processing System) codes along with their
standard weather broadcasts from local stations. These codes identify the type of emergency and the specific
geographic area (such as a county) affected by the emergency. 

 

QUESTION 5

Which of the following is an open source network intrusion detection system? 

A. NETSH 

B. Macof 

C. Sourcefire 

D. Snort 

Correct Answer: D 

Snort is an open source network intrusion prevention and detection system that operates as a network sniffer. It logs
activities of the network that is matched with the predefined signatures. Signatures can be designed for a wide range of
traffic, including Internet Protocol (IP), Transmission Control Protocol (TCP), User Datagram Protocol (UDP), and
Internet Control Message Protocol (ICMP). The three main modes in which Snort can be configured are as follows: 

Sniffer mode: It reads the packets of the network and displays them in a continuous stream on the console. Packet
logger mode: It logs the packets to the disk. Network intrusion detection mode: It is the most complex and configurable
configuration, allowing Snort to analyze network traffic for matches against a user-defined rule set. Answer: B is
incorrect. Macof is a tool of the dsniff tool set and used to flood the local network with random MAC addresses. It
causes some switches to fail open in repeating mode, and facilitates sniffing. Answer: C is incorrect. Sourcefire is the
company that owns and maintains Snort. Answer: A is incorrect. NETSH is not a network intrusion detection system.
NETSH is a command line tool to configure TCP/IP settings such as the IP address, Subnet Mask, Default Gateway,
DNS, WINS addresses, etc. 
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