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QUESTION 1

Fill in the blank with an appropriate phrase. models address specifications, requirements, design, verification and
validation, and maintenance activities. 

Correct Answer: Life cycle 

A life cycle model helps to provide an insight into the development process and emphasizes on the relationships among
the different activities in this process. This model describes a structured approach to the development and adjustment
process involved in producing and maintaining systems. The life cycle model addresses specifications, design,
requirements, verification and validation, and maintenance activities. 

 

QUESTION 2

Which of the following software review processes increases the software security by removing the common
vulnerabilities, such as format string exploits, race conditions, memory leaks, and buffer overflows? 

A. Management review 

B. Code review 

C. Peer review 

D. Software audit review 

Correct Answer: B 

A code review is a systematic examination of computer source code, which searches and resolves issues occurred in
the initial development phase. It increases the software security by removing common vulnerabilities, such as format
string exploits, race conditions, memory leaks, and buffer overflows. A code review is performed in the following forms:
Pair programming Informal walkthrough Formal inspection Answer: C is incorrect. A peer review is an examination
process in which author and one or more colleagues examine a work product, such as document, code, etc., and
evaluate technical content and quality. According to the Capability Maturity Model, peer review offers a systematic
engineering practice in order to detect and resolve issues occurring in the software artifacts, and stops the leakage into
field operations. Answer: A is incorrect. Management review is a management study into a project\\'s status and
allocation of resources. Answer: D is incorrect. In software audit review one or more auditors, who are not members of
the software development organization, perform an independent examination of a software product, software process,
or a set of software processes for assessing compliance with specifications, standards, contractual agreements, or other
specifications. 

 

QUESTION 3

An authentication method uses smart cards as well as usernames and passwords for authentication. Which of the
following authentication methods is being referred to? 

A. Anonymous 

B. Mutual 

C. Multi-factor 
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D. Biometrics 

Correct Answer: C 

Multi-factor authentication involves a combination of multiple methods of authentication. For example, an authentication
method that uses smart cards as well as usernames and passwords can be referred to as multi-factor authentication.
Answer: B is incorrect. Mutual authentication is a process in which a client process and server are required to prove
their identities to each other before performing any application function. The client and server identities can be verified
through a trusted third party and use shared secrets as in the case of Kerberos v5. The MS-CHAP v2 and EAP-TLS
authentication methods support mutual authentication. Answer: A is incorrect. Anonymous authentication is an
authentication method used for Internet communication. It provides limited access to specific public folders and directory
information. It is supported by all clients and is used to access unsecured content in public folders. An administrator
must create a user account in IIS to enable the user to connect anonymously. Answer: D is incorrect. Biometrics
authentication uses physical characteristics, such as fingerprints, scars, retinal patterns, and other forms of biophysical
qualities to identify a user. 

 

QUESTION 4

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He finds that the We-are-secure server is vulnerable to attacks. As a countermeasure, he suggests that the
Network Administrator should remove the IPP printing capability from the server. He is suggesting this as a
countermeasure against . 

A. SNMP enumeration 

B. IIS buffer overflow 

C. NetBIOS NULL session 

D. DNS zone transfer 

Correct Answer: B 

Removing the IPP printing capability from a server is a good countermeasure against an IIS buffer overflow attack. A
Network Administrator should take the following steps to prevent a Web server from IIS buffer overflow attacks: Conduct
frequent scans for server vulnerabilities. Install the upgrades of Microsoft service packs. Implement effective firewalls.
Apply URLScan and IISLockdown utilities. Remove the IPP printing capability. Answer: D is incorrect. The following are
the DNS zone transfer countermeasures: Do not allow DNS zone transfer using the DNS property sheet: a.Open DNS.
b.Right-click a DNS zone and click Properties. c.On the Zone Transfer tab, clear the Allow zone transfers check box.
Configure the master DNS server to allow zone transfers only from secondary DNS servers: a.Open DNS. b.Right-click
a DNS zone and click Properties. c.On the zone transfer tab, select the Allow zone transfers check box, and then do
one of the following: To allow zone transfers only to the DNS servers listed on the name servers tab, click on the Only to
the servers listed on the Name Server tab. To allow zone transfers only to specific DNS servers, click Only to the
following servers, and add the IP address of one or more servers. Deny all unauthorized inbound connections to TCP
port 53. Implement DNS keys and encrypted DNS payloads. Answer: A is incorrect. The following are the
countermeasures against SNMP enumeration: 1.Removing the SNMP agent or disabling the SNMP service 2.Changing
the default PUBLIC community name when \\'shutting off SNMP\\' is not an option 3.Implementing the Group Policy
security option called Additional restrictions for anonymous connections 4.Restricting access to NULL session pipes and
NULL session shares 5.Upgrading SNMP Version 1 with the latest version 6.Implementing Access control list filtering to
allow only access to the read-write community from approved stations or subnets Answer: C is incorrect. NetBIOS NULL
session vulnerabilities are hard to prevent, especially if NetBIOS is needed as part of the infrastructure. One or more of
the following steps can be taken to limit NetBIOS NULL session vulnerabilities: 1.Null sessions require access to the
TCP 139 or TCP 445 port, which can be disabled by a Network Administrator. 2.A Network Administrator can also
disable SMB services entirely on individual hosts by unbinding WINS Client TCP/IP from the interface. 3.A Network
Administrator can also restrict the anonymous user by editing the registry values: a.Open regedit32, and go to
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HKLM\SYSTEM\CurrentControlSet\LSA. b.Choose edit > add value. Value name: RestrictAnonymous Data Type:
REG_WORD Value: 2 

 

QUESTION 5

Which of the following access control models are used in the commercial sector? Each correct answer represents a
complete solution. Choose two. 

A. Biba model 

B. Clark-Biba model 

C. Clark-Wilson model 

D. Bell-LaPadula model 

Correct Answer: AC 

The Biba and Clark-Wilson access control models are used in the commercial sector. The Biba model is a formal state
transition system of computer security policy that describes a set of access control rules designed to ensure data
integrity. Data and subjects are grouped into ordered levels of integrity. The model is designed so that subjects may not
corrupt data in a level ranked higher than the subject, or be corrupted by data from a lower level than the subject. The
Clark-Wilson security model provides a foundation for specifying and analyzing an integrity policy for a computing
system. Answer: D is incorrect. The Bell-LaPadula access control model is mainly used in military systems. Answer: B is
incorrect. There is no such access control model as Clark-Biba. 
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