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QUESTION 1

Who amongst the following makes the final accreditation decision? 

A. ISSE 

B. CRO 

C. DAA 

D. ISSO 

Correct Answer: C 

The DAA, also known as Authorizing Official, makes the final accreditation decision. The Designated Approving
Authority (DAA), in the United States Department of Defense, is the official with the authority to formally assume
responsibility for operating a system at an acceptable level of risk. The DAA is responsible for implementing system
security. The DAA can grant the accreditation and can determine that the system\\'s risks are not at an acceptable level
and the system is not ready to be operational. Answer: D is incorrect. An Information System Security Officer (ISSO)
plays the role of a supporter. The responsibilities of an Information System Security Officer (ISSO) are as follows:
Manages the security of the information system that is slated for Certification and Accreditation (CandA). Insures the
information systems configuration with the agency\\'s information security policy. Supports the information system
owner/information owner for the completion of security-related responsibilities. Takes part in the formal configuration
management process. Prepares Certification and Accreditation (CandA) packages. Answer: A is incorrect. An
Information System Security Engineer (ISSE) plays the role of an advisor. The responsibilities of an Information System
Security Engineer are as follows: Provides view on the continuous monitoring of the information system. Provides
advice on the impacts of system changes. Takes part in the configuration management process. Takes part in the
development activities that are required to implement system changes. Follows approved system changes. Answer: B is
incorrect. A Chief Risk Officer (CRO) is also known as Chief Risk Management Officer (CRMO). The Chief Risk Officer
or Chief Risk Management Officer of a corporation is the executive accountable for enabling the efficient and effective
governance of significant risks, and related opportunities, to a business and its various segments. Risks are commonly
categorized as strategic, reputational, operational, financial, or compliance-related. CRO\\'s are accountable to the
Executive Committee and The Board for enabling the business to balance risk and reward. In more complex
organizations, they are generally responsible for coordinating the organization\\'s Enterprise Risk Management (ERM)
approach. 

 

QUESTION 2

Which of the following specifies the behaviors of the DRM implementation and any applications that are accessing the
implementation? 

A. OS fingerprinting 

B. OTA provisioning 

C. Access control 

D. Compliance rule 

Correct Answer: D 

The Compliance rule specifies the behaviors of the DRM implementation and any applications that are accessing the
implementation. The compliance rule specifies the following elements: Definition of specific license rights Device
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requirements Revocation of license path or penalties when the implementation is not robust enough or noncompliant
Answer: B is incorrect. Over- the- air provisioning is a mechanism to deploy MIDlet suites over a network. It is a method
of distributing MIDlet suites. MIDlet suite providers install their MIDlet suites on Web servers and provide a hypertext link
for downloading. A user can use this link to download the MIDlet suite either through the Internet microbrowser or
through WAP on his device. Answer: C is incorrect. An access control is a system, which enables an authority to control
access to areas and resources in a given physical facility, or computer-based information system. Access control
system, within the field of physical security, is generally seen as the second layer in the security of a physical structure.
It refers to all mechanisms that control visibility of screens, views, and data within Siebel Business Applications. Answer:
A is incorrect. OS fingerprinting is a process in which an external host sends special traffic on the external network
interface of a computer to determine the computer\\'s operating system. It is one of the primary steps taken by hackers
in preparing an attack. 

 

QUESTION 3

Which of the following are the primary functions of configuration management? 

Each correct answer represents a complete solution. Choose all that apply. 

A. It removes the risk event entirely by adding additional steps to avoid the event. 

B. It ensures that the change is implemented in a sequential manner through formalized testing. 

C. It reduces the negative impact that the change might have had on the computing services and resources. 

D. It analyzes the effect of the change that is implemented on the system. 

Correct Answer: BCD 

The primary functions of configuration management are as follows: It ensures that the change is implemented in a
sequential manner through formalized testing. It ensures that the user base is informed of the future change. It analyzes
the effect of the change that is implemented on the system. It reduces the negative impact that the change might have
had on the computing services and resources. Answer: A is incorrect. It is not one of the primary functions of
configuration management. It is the function of risk avoidance. 

 

QUESTION 4

Which of the following statements are true about declarative security? Each correct answer represents a complete
solution. Choose all that apply. 

A. It is employed in a layer that relies outside of the software code or uses attributes of the code. 

B. It applies the security policies on the software applications at their runtime. 

C. In this security, authentication decisions are made based on the business logic. 

D. In this security, the security decisions are based on explicit statements. 

Correct Answer: ABD 

Declarative security applies the security policies on the software applications at their runtime. In this type of security, the
security decisions are based on explicit statements that confine security behavior. Declarative security applies security
permissions that are required for the software application to access the local resources and provides role-based access
control to an individual software component and software application. It is employed in a layer that relies outside of the
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software code or uses attributes of the code. Answer: C is incorrect. In declarative security, authentication decisions are
coarse-grained in nature from an operational or external security perspective. 

 

QUESTION 5

Which of the following security related areas are used to protect the confidentiality, integrity, and availability of federal
information systems and information processed by those systems? 

A. Personnel security 

B. Access control 

C. Configuration management 

D. Media protection 

E. Risk assessment 

Correct Answer: ABCDE 

The minimum security requirements cover seventeen security related areas to protect the confidentiality, integrity, and
availability of federal information systems and information processed by those systems. They are as follows: Access
control Awareness and training Audit and accountability Certification, accreditation, and security assessment
Configuration management Contingency planning Identification and authentication Incident response Maintenance
Media protection Physical and environmental protection Planning Personnel security Risk assessment Systems and
services acquisition System and communications protection System and information integrity 
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