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QUESTION 1

An older CVE with a vulnerability score of 7.1 was elevated to a score of 9.8 due to a widely available exploit being used
to deliver ransomware. Which of the following factors would an analyst most likely communicate as the reason for this
escalation? 

A. Scope 

B. Weaponization 

C. CVSS 

D. Asset value 

Correct Answer: B 

Weaponization is a factor that describes how an adversary develops or acquires an exploit or payload that can take
advantage of a vulnerability and deliver a malicious effect. Weaponization can increase the severity or impact of a
vulnerability, as it makes it easier or more likely for an attacker to exploit it successfully and cause damage or harm.
Weaponization can also indicate the level of sophistication or motivation of an attacker, as well as the availability or
popularity of an exploit or payload in the cyber threat landscape. In this case, an older CVE with a vulnerability score of
7.1 was elevated to a score of 9.8 due to a widely available exploit being used to deliver ransomware. This indicates
that weaponization was the reason for this escalation. 

 

QUESTION 2

A security analyst is reviewing the following alert that was triggered by FIM on a critical system: 

Which of the following best describes the suspicious activity that is occurring? 

A. A fake antivirus program was installed by the user. 

B. A network drive was added to allow exfiltration of data. 

C. A new program has been set to execute on system start. 

D. The host firewall on 192.168.1.10 was disabled. 

Correct Answer: C 
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A new program has been set to execute on system start is the most likely cause of the suspicious activity that is
occurring, as it indicates that the malware has modified the registry keys of the system to ensure its persistence. File
Integrity 

Monitoring (FIM) is a tool that monitors changes to files and registry keys on a system and alerts the security analyst of
any unauthorized or malicious modifications. 

The alert triggered by FIM shows that the malware has created a new registry key under the Run subkey, which is used
to launch programs automatically when the system starts. The new registry key points to a file named “update.exe” in
the 

Temp folder, which is likely a malicious executable disguised as a legitimate update file. 

https://www.comptia.org/blog/the-new-comptia-cybersecurity-analyst-your-questions-answered 

https://partners.comptia.org/docs/default-source/resources/comptia-cysa-cs0-002-exam-objectives 

https://www.comptia.org/training/books/cysa-cs0-002-study-guide 

 

QUESTION 3

A security analyst receives an alert for suspicious activity on a company laptop An excerpt of the log is shown below: 

Which of the following has most likely occurred? 

A. An Office document with a malicious macro was opened. 

B. A credential-stealing website was visited. 

C. A phishing link in an email was clicked 
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D. A web browser vulnerability was exploited. 

Correct Answer: A 

for the suspicious activity on the company laptop, as it reflects the common technique of using macros to execute
PowerShell commands that download and run malware. A macro is a piece of code that can automate tasks or perform
actions in an Office document, such as a Word file or an Excel spreadsheet. Macros can be useful and legitimate, but
they can also be abused by threat actors to deliver malware or perform malicious actions on the system. A malicious
macro can be embedded in an Office document that is sent as an attachment in a phishing email or hosted on a
compromised website. When the user opens the document, they may be prompted to enable macros or content, which
will trigger the execution of the malicious code. The malicious macro can then use PowerShell, which is a scripting
language and command-line shell that is built into Windows, to perform various tasks, such as downloading and running
malware from a remote URL, bypassing security controls, or establishing persistence on the system. The log excerpt
shows that PowerShell was used to download a string from a URL using the WebClient.DownloadString method, which
is a common way to fetch and execute malicious code from the internet. The log also shows that PowerShell was used
to invoke an expression (iex) that contains obfuscated code, which is another common way to evade detection and
analysis. The other options are not as likely as an Office document with a malicious macro was opened, as they do not
match the evidence in the log excerpt. A credential-stealing website was visited is possible, but it does not explain why
PowerShell was used to download and execute code from a URL. A phishing link in an email was clicked is also
possible, but it does not explain what happened after the link was clicked or how PowerShell was involved. A web
browser vulnerability was exploited is unlikely, as it does not explain why PowerShell was used to download and
execute code from a URL. 

 

QUESTION 4

A security analyst performs a vulnerability scan. Based on the metrics from the scan results, the analyst must prioritize
which hosts to patch. The analyst runs the tool and receives the following output: 

Which of the following hosts should be patched first, based on the metrics? 
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A. host01 

B. host02 

C. host03 

D. host04 

Correct Answer: C 

Host03 should be patched first, based on the metrics, as it has the highest risk score and the highest number of critical
vulnerabilities. The risk score is calculated by multiplying the CVSS score by the exposure factor, which is the
percentage of systems that are vulnerable to the exploit. Host03 has a risk score of 10 x 0.9 = 9, which is higher than
any other host. Host03 also has 5 critical vulnerabilities, which are the most severe and urgent to fix, as they can allow
remote code execution, privilege escalation, or data loss. The other hosts have lower risk scores and lower numbers of
critical vulnerabilities, so they can be patched later. 

 

QUESTION 5

When starting an investigation, which of the following must be done first? 

A. Notify law enforcement 

B. Secure the scene 

C. Seize all related evidence 

D. Interview the witnesses 

Correct Answer: B 

The first thing that must be done when starting an investigation is to secure the scene. Securing the scene involves
isolating and protecting the area where the incident occurred, as well as any potential evidence or witnesses. Securing
the scene can help prevent any tampering, contamination, or destruction of evidence, as well as any interference or
obstruction of the investigation. 
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