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QUESTION 1

A large software company wants to move source control and deployment pipelines into a cloud- computing environment.
Due to the nature of the business management determines the recovery time objective needs to be within one hour.
Which of the following strategies would put the company in the BEST position to achieve the desired recovery time? 

A. Establish an alternate site with active replication to other regions 

B. Configure a duplicate environment in the same region and load balance between both instances 

C. Set up every cloud component with duplicated copies and auto scaling turned on 

D. Create a duplicate copy on premises that can be used for failover in a disaster situation 

Correct Answer: A 

 

 

QUESTION 2

A cybersecurity analyst is reviewing the current BYOD security posture. The users must be able to synchronize their
calendars, email, and contacts to a smartphone or other personal device. The recommendation must provide the most
flexibility to users. Which of the following recommendations would meet both the mobile data protection efforts and the
business requirements described in this scenario? 

A. Develop a minimum security baseline while restricting the type of data that can be accessed. 

B. Implement a single computer configured with USB access and monitored by sensors. 

C. Deploy a kiosk for synchronizing while using an access list of approved users. 

D. Implement a wireless network configured for mobile device access and monitored by sensors. 

Correct Answer: D 

 

QUESTION 3

While reviewing web server logs, a security analyst notices the following code: 

Which of the following would prevent this code from performing malicious actions? 

A. Performing web application penetration testing 

B. Requiring the application to use input validation 

C. Disabling the use of HTTP and requiring the use of HTTPS 

D. Installing a network firewall in front of the application 
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Correct Answer: C 

 

QUESTION 4

An analyst is reviewing the following output: Which of the following was MOST likely used to discover this? 

A. Reverse engineering using a debugger 

B. A static analysis vulnerability scan 

C. A passive vulnerability scan 

D. A web application vulnerability scan 

Correct Answer: D 

 

 

QUESTION 5

A proposed network architecture requires systems to be separated from each other logically based on defined risk
levels. Which of the following explains the reason why an architect would set up the network this way? 

A. To complicate the network and frustrate a potential malicious attacker 

B. To create a design that simplifies the supporting network 

C. To reduce the attack surface of those systems by segmenting the network based on risk 

D. To reduce the number of IP addresses that are used on the network 

Correct Answer: C 
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