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QUESTION 1

The security operations team is conducting a mock forensics investigation. Which of the following should be the FIRST
action taken after seizing a compromised workstation? 

A. Activate the escalation checklist 

B. Implement the incident response plan 

C. Analyze the forensic image 

D. Perform evidence acquisition 

Correct Answer: D 

Reference: https://staff.washington.edu/dittrich/misc/forensics/ 

 

QUESTION 2

Clients are unable to access a company\\'s API to obtain pricing data. An analyst discovers sources other than clients
are scraping the API for data, which is causing the servers to exceed available resources. Which of the following would
be BEST to protect the availability of the APIs? 

A. IP whitelisting 

B. Certificate-based authentication 

C. Virtual private network 

D. Web application firewall 

Correct Answer: A 

 

 

QUESTION 3

An information security analyst on a threat-hunting team is working with administrators to create a hypothesis related to
an internally developed web application. The working hypothesis is as follows: 

1.

 Due to the nature of the industry, the application hosts sensitive data associated with many clients and is a significant
target. 

2.

 The platform is most likely vulnerable to poor patching and inadequate server hardening, which expose vulnerable
services. 

3.
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 The application is likely to be targeted with SQL injection attacks due to the large number of reporting capabilities within
the application. 

As a result, the systems administrator upgrades outdated service applications and validates the endpoint configuration
against an industry benchmark. The analyst suggests developers receive additional training on implementing identity
and access management, and also implements a WAF to protect against SQL injection attacks. Which of the following
BEST represents the technique in use? 

A. Improving detection capabilities 

B. Bundling critical assets 

C. Profiling threat actors and activities 

D. Reducing the attack surface area 

Correct Answer: D 

 

QUESTION 4

An analyst is reviewing the following output: 

Which of the following was MOST likely used to discover this? 

A. Reverse engineering using a debugger 

B. A static analysis vulnerability scan 

C. A passive vulnerability scan 

D. A web application vulnerability scan 

Correct Answer: C 

 

 

QUESTION 5

A business recently installed a kiosk that is running on a hardened operating system as a restricted user. The kiosk user
application is the only application that is allowed to run. A security analyst gets a report that pricing data is being
modified on the server, and management wants to know how this is happening. After reviewing the logs, the analyst
discovers the root account from the kiosk is accessing the files. After validating the permissions on the server, the
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analyst confirms the permissions from the kiosk do not allow to write to the server data. 

Which of the following is the MOST likely reason for the pricing data modifications on the server? 

A. Data on the server is not encrypted, allowing users to change the pricing data. 

B. The kiosk user account has execute permissions on the server data files. 

C. Customers are logging off the kiosk and guessing the root account password. 

D. Customers are escaping the application shell and gaining root-level access. 

Correct Answer: D 
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