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QUESTION 1

An information security analyst discovered a virtual machine server was compromised by an attacker. Which of the
following should be the FIRST step to confirm and respond to the incident? 

A. Pause the virtual machine, 

B. Shut down the virtual machine. 

C. Take a snapshot of the virtual machine. 

D. Remove the NIC from the virtual machine. 

E. Review host hypervisor log of the virtual machine. 

F. Execute a migration of the virtual machine. 

Correct Answer: A 

If the VM has been compromised then merely taking another snapshot will just add another rollback point \\'post
compromise\\'. 

As per the forensic process admin should take a copy. Within the virtual environment this is performed by suspending
(pausing) the VM and taking a copy of the folder that the VM and the associated file(s) are located within. This could be
used as the start of the chain of custody and could be copied and analysed further. 

 

QUESTION 2

For machine learning to be applied effectively toward security analysis automation, it requires __________. 

A. relevant training data. 

B. a threat feed API. 

C. a multicore, multiprocessor system. 

D. anomalous traffic signatures. 

Correct Answer: A 

 

QUESTION 3

A large amount of confidential data was leaked during a recent security breach. As part of a forensic investigation, the
security team needs to identify the various types of traffic that were captured between two 

compromised devices. 

Which of the following should be used to identify the traffic? 

A. Carving 
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B. Disk imaging 

C. Packet analysis 

D. Memory dump 

E. Hashing 

Correct Answer: C 

 

QUESTION 4

The security team at a large corporation is helping the payment-processing team to prepare for a regulatory compliance
audit and meet the following objectives: 

Reduce the number of potential findings by the auditors. Limit the scope of the audit to only devices used by the
payment-processing team for activities directly impacted by the regulations. Prevent the external-facing web
infrastructure used 

by other teams from coming into scope. Limit the amount of exposure the company will face if the systems used by the
payment-processing team are compromised. 

Which of the following would be the MOST effective way for the security team to meet these objectives? 

A. Limit the permissions to prevent other employees from accessing data owned by the business unit. 

B. Segment the servers and systems used by the business unit from the rest of the network. 

C. Deploy patches to all servers and workstations across the entire organization. 

D. Implement full-disk encryption on the laptops used by employees of the payment-processing team. 

Correct Answer: B 

 

 

QUESTION 5

A security analyst is reviewing the following server statistics: 
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Which of the following Is MOST likely occurring? 

A. Race condition 

B. Privilege escalation 

C. Resource exhaustion 

D. VM escape 

Correct Answer: C 
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