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QUESTION 1

A corporation has implemented an 802.1X wireless network using self-signed certificates. Which of the following
represents a risk to wireless users? 

A. Buffer overflow attacks 

B. Cross-site scripting attacks 

C. Man-in-the-middle attacks 

D. Denial of service attacks 

Correct Answer: C 

 

QUESTION 2

A Chief Information Security Officer (CISO) is concerned about new privacy regulations that apply to the company. The
CISO has tasked a security analyst with finding the proper control functions to verify that a user\\'s data is not altered
without the user\\'s consent. Which of the following would be an appropriate course of action? 

A. Automate the use of a hashing algorithm after verified users make changes to their data. 

B. Use encryption first and then hash the data at regular, defined times. 

C. Use a DLP product to monitor the data sets for unauthorized edits and changes. 

D. Replicate the data sets at regular intervals and continuously compare the copies for unauthorized changes. 

Correct Answer: A 

 

 

QUESTION 3

The IT department is concerned about the possibility of a guest device infecting machines on the corporate network or
taking down the company\\'s singe internet connection. Which of the following should a security analyst recommend to
BEST meet the requirements outlined by the IT Department? 

A. Require the guest machines to install the corporate-owned EDR solution. 

B. Configure NAC to only alow machines on the network that are patched and have active antivirus. 

C. Place a firewall In between the corporate network and the guest network 

D. Configure the IPS with rules that will detect common malware signatures traveling from the guest network. 

Correct Answer: B 
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QUESTION 4

A security analyst is creating baseline system images to remediate vulnerabilities found in different operating systems.
Each image needs to be scanned before it is deployed. The security analyst must ensure the configurations match
industry standard benchmarks and the process can be repeated frequently. Which of the following vulnerability options
would BEST create the process requirements? 

A. Utilizing an operating system SCAP plugin 

B. Utilizing an authorized credential scan 

C. Utilizing a non-credential scan 

D. Utilizing a known malware plugin 

Correct Answer: A 

 

QUESTION 5

An employee at an insurance company is processing claims that include patient addresses, clinic visits, diagnosis
information, and prescription. While forwarding documentation to the supervisor, the employee accidentally sends the
data to a personal email address outside of the company due to a typo. Which of the following types of data has been
compromised? 

A. PCI 

B. Proprietary information 

C. Intellectual property 

D. PHI 

Correct Answer: D 
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