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QUESTION 1

A threat intelligence analyst who works for an oil and gas company has received the following email from a superior:
"We will be connecting our IT network with our ICS. Our IT security has historically been top of the line, and this
convergence will make the ICS easier to manage and troubleshoot. Can you please perform a risk/vulnerability
assessment on this decision?"

Which of the following is MOST accurate regarding ICS in this scenario?

A. Convergence decreases attack vectors

B. Integrating increases the attack surface

C. IT networks cannot be connected to ICS infrastructure

D. Combined networks decrease efficiency

Correct Answer: B

QUESTION 2

A security analyst receives a mobile device with symptoms of a virus infection. The virus is morphing whenever it is from
sandbox to sandbox to analyze. Which of the following will help to identify the number of variations through the analysis
life cycle?

A. Journaling

B. Hashing utilities

C. Log viewers

D. OS and process analysis

Correct Answer: D

QUESTION 3

A system is experiencing noticeably slow response times, and users are being locked out frequently. An analyst asked
for the system security plan and found the system comprises two servers: an application server in the DMZ and a
database server inside the trusted domain. Which of the following should be performed NEXT to investigate the
availability issue?

A. Review the firewall logs.

B. Review syslogs from critical servers.

C. Perform fuzzing.

D. Install a WAF in front of the application server.
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Correct Answer: C

QUESTION 4

An organization has recently experienced a data breach. A forensic analysis confirmed the attacker found a legacy web
server that had not been used in over a year and was not regularly patched. After a discussion with the security team,
management decided to initiate a program of network reconnaissance and penetration testing. They want to start the
process by scanning the network for active hosts and open ports. Which of the following tools is BEST suited for this
job?

A. Ping

B. Nmap

C. Netstat

D. ifconfig

E. Wireshark

F. LOphtCrack

Correct Answer: B

QUESTION 5

Which of the following represent the reasoning behind careful selection of the timelines and time-of-day boundaries for
an authorized penetration test? (Select TWO).

A. To schedule personnel resources required for test activities
B. To determine frequency of team communication and reporting
C. To mitigate unintended impacts to operations

D. To avoid conflicts with real intrusions that may occur

E. To ensure tests have measurable impact to operations

Correct Answer: AC
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