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QUESTION 1

An organization is attempting to harden its web servers and reduce the information that might be disclosed by potential
attackers. A security analyst is reviewing vulnerability scan results from a recent web server scan.

Portions of the scan results are shown below:

Finding#5144322

First Time Detected 10 Nov 2015 09:00 GMT-0600

Last Time Detected 10 Nov 2015 09:00 GMT-0600
CV5SS Base: 5

Access Path: https:/ /my@rg.com/mailingList.htm
Request: https:/ /myQpg.com/mailinglList.aspx?
content=volunteer

Repsonse: C:\ Documents\ MarySmith\ mailinglist.pdf
Which of the following lines indicates information disclosure about the host that needs to be remediated?
A. Response: :\Documents\MarySmith\mailingList.pdf

B. Finding#5144322

C. First Time Detected 10 Nov 2015 09:00 GMT-0600

D. Access Path: http://myOrg.com/mailingList.htm

E. Request: GET http://myOrg.com/mailingList.aspx?content=volunteer

Correct Answer: A

QUESTION 2

A security analyst is reviewing output from a CVE-based vulnerability scanner. Before conducting the scan, the analyst
was careful to select only Windows-based servers in a specific datacenter. The scan revealed that the datacenter
includes 27 machines running Windows 2003 Server Edition (Win2003SE). In 2015, there were 36 new vulnerabilities
discovered in the Win2003SE environment. Which of the following statements are MOST likely applicable? (Choose
two.)

A. Remediation is likely to require some form of compensating control.

B. Microsoft\\'s published schedule for updates and patches for Win2003SE have continued uninterrupted.

C. Third-party vendors have addressed all of the necessary updates and patches required by Win2003SE.

D. The resulting report on the vulnerability scan should include some reference that the scan of the datacenter included
27 Win2003SE machines that should be scheduled for replacement and deactivation.

E. Remediation of all Win2003SE machines requires changes to configuration settings and compensating controls to be
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made through Microsoft Security Center\\'s Win2003SE Advanced Configuration Toolkit.

Correct Answer: DE

QUESTION 3

A security analyst has created an image of a drive from an incident. Which of the following describes what the analyst
should do NEXT?

A. The analyst should create a backup of the drive and then hash the drive.

B. The analyst should begin analyzing the image and begin to report findings.

C. The analyst should create a hash of the image and compare it to the original drive\\'s hash.
D. The analyst should create a chain of custody document and notify stakeholders.

Correct Answer: C

QUESTION 4

A security analyst notices PIl has been copied from the customer database to an anonymous FTP server in the DMZ.
Firewall logs indicate the customer database has not been accessed from anonymous FTP server. Which of the
following departments should make a decision about pursuing further investigation? (Choose two.)

A. Human resources

B. Public relations

C. Legal

D. Executive management

E. IT management

Correct Answer: D

QUESTION 5

During a quarterly review of user accounts and activity, a security analyst noticed that after a password reset the head
of human resources has been logging in from multiple external locations, including several overseas. Further review of
the account showed access rights to a number of corporate applications, including a sensitive accounting application
used for employee bonuses. Which of the following security methods could be used to mitigate this risk?

A. RADIUS identity management

B. Context-based authentication

C. Privilege escalation restrictions
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D. Elimination of self-service password resets

Correct Answer: B
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