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QUESTION 1

A company requests a security assessment of its network. Permission is given, but no details are provided. It is
discovered that the company has a web presence, and the company\\'s IP address is 70.182.11.4. Which of the
following Nmap commands would reveal common open ports and their versions?

A. nmap - oV

B. nmap -vO

C. nmap -sv

Correct Answer: C

QUESTION 2

Which of the following are essential components within the rules of engagement for a penetration test? (Select TWO).
A. Schedule

B. Authorization

C. List of system administrators

D. Payment terms

E. Business justification

Correct Answer:. AB

QUESTION 3

A cybersecurity professional wants to determine if a web server is running on a remote host with the IP address
192.168.1.100. Which of the following can be used to perform this task?

A. nc 192.168.1.100 -1 80
B. ps aux 192.168.1.100

C. nmap 192.168.1.100 —p 80 —A
D. dig www 192.168.1.100

E. ping —p 80 192.168.1.100

Correct Answer: C
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QUESTION 4
An organization recently had its strategy posted to a social media website. The document posted to the website is an

exact copy of a document stored on only one server in the organization. A security analyst sees the following output
from a command-line entry on the server suspected of the problem:

Active Connections

Proto Local Address Foreign Address State PID Process Name
TCP 192 168 135 11.13.100.7 ESTABLISHED 422 ([firefox.exe]
TCP 192.168.13.5 MM ESTABLISHED 516 [firefox exe]
TCP 192.168.13.5 144.30°62.7 ESTABLISHED 773 [notepad.exe]
TCP 192.168.13.5 0.0.0.0 LISTENING 123  [svchost.exe]

Which of the following would be the BEST course of action?

A. Remove the malware associated with PID 773

B. Monitor all the established TCP connections for data exfiltration
C. Investigate the malware associated with PID 123

D. Block all TCP connections at the firewall

E. Figure out which of the Firefox processes is the malware

Correct Answer: A

QUESTION 5

The security team has determined that the current incident response resources cannot meet management\\'s objective
to secure a forensic image for all serious security incidents within 24 hours. Which of the following compensating
controls can be used to help meet management\\'s expectations?

A. Separation of duties

B. Scheduled reviews

C. Dual control

D. Outsourcing

Correct Answer: D
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