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QUESTION 1

A company\\'s asset management software has been discovering a weekly increase in non-standard software installed
on end users\\' machines with duplicate license keys. The security analyst wants to know if any of this software is
listening on any non-standard ports, such as 6667. Which of the following tools should the analyst recommend to block
any command and control traffic? 

A. Netstat 

B. NIDS 

C. IPS 

D. HIDS 

Correct Answer: C 

 

QUESTION 2

The Chief Security Officer (CSO) has requested a vulnerability report of systems on the domain, identifying those
running outdated OSs. The automated scan reports are not displaying OS version details, so the CSO cannot determine
risk exposure levels from vulnerable systems. Which of the following should the cybersecurity analyst do to enumerate
OS information as part of the vulnerability scanning process in the MOST efficient manner? 

A. Execute the ver command 

B. Execute the nmap -p command 

C. Use Wireshark to export a list 

D. Use credentialed configuration 

Correct Answer: A 

 

 

QUESTION 3

A Chief Executive Officer (CEO) wants to implement BYOD in the environment. Which of the following options should
the security analyst suggest to protect corporate data on these devices? (Choose two.) 

A. Disable VPN connectivity on the device. 

B. Disable Bluetooth on the device. 

C. Disable near-field communication on the device. 

D. Enable MDM/MAM capabilities. 

E. Enable email services on the device. 
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F. Enable encryption on all devices. 

Correct Answer: DF 

 

QUESTION 4

A security analyst is assisting in the redesign of a network to make it more secure. The solution should be low cost, and
access to the secure segments should be easily monitored, secured, and controlled. Which of the following should be
implemented? 

A. System isolation 

B. Honeyport 

C. Jump box 

D. Mandatory access control 

Correct Answer: C 

 

QUESTION 5

Which of the following items represents a document that includes detailed information on when an incident was
detected, how impactful the incident was, and how it was remediated, in addition to incident response effectiveness and
any identified gaps needing improvement? 

A. Forensic analysis report 

B. Chain of custody report 

C. Trends analysis report 

D. Lessons learned report 

Correct Answer: D 
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