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QUESTION 1

After implementing and running an automated patching tool, a security administrator ran a vulnerability scan that
reported no missing patches found. Which of the following BEST describes why this tool was used?

A. To create a chain of evidence to demonstrate when the servers were patched.
B. To harden the servers against new attacks.

C. To provide validation that the remediation was active.

D. To generate log data for unreleased patches.

Correct Answer: B

QUESTION 2

A company discovers an unauthorized device accessing network resources through one of many network drops in a
common area used by visitors. The company decides that it wants to quickly prevent unauthorized devices from
accessing

the network but policy prevents the company from making changes on every connecting client.

Which of the following should the company implement?

A. Port security

B. WPA2

C. Mandatory Access Control

D. Network Intrusion Prevention

Correct Answer: A

QUESTION 3

An analyst is reviewing the following log from the company web server:

15.34.24 GET /directory/listening.php?user=admin&pass=adminl
15.34.27 GET /directory/listening.php?user=adminspass=admin?z
15.34.29 GET /directory/listéning.php?user=admin&pass=ladmin
15.34.35 GET /directory/listening.php?user=admin&pass=Zadmin

Which of the following is this an example of?
A. Online rainbow table attack

B. Offline brute force attack
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C. Offline dictionary attack
D. Online hybrid attack

Correct Answer: B

QUESTION 4

A company office was broken into over the weekend. The office manager contacts the IT security group to provide
details on which servers were stolen. The security analyst determines one of the stolen servers contained a list of
customer Pl information, and another server contained a copy of the credit card transactions processed on the Friday
before the break-in. In addition to potential security implications of information that could be gleaned from those servers
and the rebuilding/restoring of the data on the stolen systems, the analyst needs to determine any communication or
notification requirements with respect to the incident. Which of the following items is MOST important when determining
what information needs to be provided, who should be contacted, and when the communication needs to occur.

A. Total number of records stolen

B. Government and industry regulations

C. Impact on the reputation of the company\\'s name/brand

D. Monetary value of data stolen

Correct Answer: B

QUESTION 5

A production web server is experiencing performance issues. Upon investigation, new unauthorized applications have
been installed and suspicious traffic was sent through an unused port. Endpoint security is not detecting any malware or
virus. Which of the following types of threats would this MOST likely be classified as?

A. Advanced persistent threat

B. Buffer overflow vulnerability

C. Zero day

D. Botnet

Correct Answer: A
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