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QUESTION 1

Which of the following test is BEST to map for confirming the effectiveness of the system access management
process? 

A. user accounts to human resources (HR) records. 

B. user accounts to access requests. 

C. the vendor database to user accounts. 

D. access requests to user accounts. 

Correct Answer: B 

 

QUESTION 2

When updating the risk register after a risk assessment, which of the following is MOST important to include? 

A. Historical losses due to past risk events 

B. Cost to reduce the impact and likelihood 

C. Likelihood and impact of the risk scenario 

D. Actor and threat type of the risk scenario 

Correct Answer: C 

 

QUESTION 3

Which of the following is MOST critical when designing controls? 

A. Involvement of internal audit 

B. Involvement of process owner 

C. Quantitative impact of the risk 

D. Identification of key risk indicators 

Correct Answer: B 

 

QUESTION 4

It is MOST appropriate for changes to be promoted to production after they are: 

A. communicated to business management 
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B. tested by business owners. 

C. approved by the business owner. 

D. initiated by business users. 

Correct Answer: C 

 

QUESTION 5

What information is MOST helpful to asset owners when classifying organizational assets for risk assessment? 

A. Potential loss to tie business due to non-performance of the asset 

B. Known emerging environmental threats 

C. Known vulnerabilities published by the asset developer 

D. Cost of replacing the asset with a new asset providing similar services 

Correct Answer: A 
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