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QUESTION 1

The purpose of requiring source code escrow in a contractual agreement is to:
A. ensure that the source code is valid and exists.

B. ensure that the source code is available if the vendor ceases to exist.

C. review the source code for adequacy of controls.

D. ensure the source code is available when bugs occur.

Correct Answer: B

QUESTION 2

A large organization needs to report risk at all levels for a new centralized visualization project to reduce cost and
improve performance. Which of the following would MOST effectively represent the overall risk of the project to senior
management?

A. Aggregated key performance indicators (KPIs)

B. Key risk indicators (KRIs)

C. Centralized risk register

D. Risk heat map

Correct Answer: D

QUESTION 3

To which level the risk should be reduced to accomplish the objective of risk management?
A. To a level where ALE is lower than SLE

B. To a level where ARO equals SLE

C. To a level that an organization can accept

D. To a level that an organization can mitigate

Correct Answer: C

QUESTION 4
Which of the following is the result of a realized risk scenario?

A. Technical event
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B. Threat event
C. Vulnerability event
D. Loss event

Correct Answer: D

QUESTION 5

Which of the following is the FIRST step in managing the security risk associated with wearable technology in the
workplace?

A. Identify the potential risk.
B. Monitor employee usage.
C. Assess the potential risk.
D. Develop risk awareness training.

Correct Answer: A
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