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QUESTION 1

A developer wants to use an Amazon S3 bucket to store application logs that contain sensitive data. 

Which AWS service or feature should the developer use to restrict read and write access to the S3 bucket? 

A. Security groups 

B. Amazon CloudWatch 

C. AWS CloudTrail 

D. ACLs 

Correct Answer: D 

ACLs are an AWS service or feature that the developer can use to restrict read and write access to the S3 bucket. ACLs
are access control lists that grant basic permissions to other AWS accounts or predefined groups. They can be used to
grant read or write access to an S3 bucket or an object3. Security groups are virtual firewalls that control the inbound
and outbound traffic for Amazon EC2 instances. They are not a service or feature that can be used to restrict access to
an S3 bucket. Amazon CloudWatch is a service that provides monitoring and observability for AWS resources and
applications. It can be used to collect and analyze metrics, logs, events, and alarms. It is not a service or feature that
can be used to restrict access to an S3 bucket. AWS CloudTrail is a service that provides governance, compliance, and
audit for AWS accounts and resources. It can be used to track and record the API calls and user activity in AWS. It is
not a service or feature that can be used to restrict access to an S3 bucket. 

 

QUESTION 2

Who can create and manage access keys for an AWS account root user? 

A. The AWS account owner 

B. An IAM user that has administrator permissions 

C. IAM users within a designated group 

D. An IAM user that has the required role 

Correct Answer: A 

Explanation: Anyone who has root user credentials for your AWS account has unrestricted access to all the resources in
your account, including billing information. When you create access keys, you create the access key ID and secret
access key as a set. 

 

QUESTION 3

A company migrated its core application onto multiple workloads in the AWS Cloud. The company wants to improve the
application\\'s reliability. 

Which cloud design principle should the company implement to achieve this goal? 
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A. Maximize utilization. 

B. Decouple the components. 

C. Rightsize the resources. 

D. Adopt a consumption model. 

Correct Answer: B 

Decoupling the components of an application means reducing the dependencies and interactions between them, which
can improve the application\\'s reliability, scalability, and performance. Decoupling can be achieved by using services
such as Amazon Simple Queue Service (Amazon SQS), Amazon Simple Notification Service (Amazon SNS), and AWS
Lambda1 

 

QUESTION 4

Which AWS service supports user sign-up functionality and authentication to mobile and web applications? 

A. Amazon Cognito 

B. AWS Config 

C. Amazon GuardDuty 

D. AWS Systems Manager 

Correct Answer: A 

 

QUESTION 5

A company is developing an application that uses multiple AWS services. The application needs to use temporary,
limited-privilege credentials for authentication with other AWS APIs. 

Which AWS service or feature should the company use to meet these authentication requirements? 

A. Amazon API Gateway 

B. IAM users 

C. AWS Security Token Service (AWS STS) 

D. IAM instance profiles 

Correct Answer: C 

AWS Security Token Service (AWS STS) is a service that enables applications to request temporary, limited-privilege
credentials for authentication with other AWS APIs. AWS STS can be used to grant access to AWS resources to users
who are federated (using IAM roles), switched (using IAM users), or cross-account (using IAM roles). AWS STS can
also be used to assume a role within the same account or a different account. The credentials issued by AWS STS are
short-term and have a limited scope, which can enhance the security and compliance of the application. AWS STS
OverviewAWS Certified Cloud Practitioner - aws.amazon.com 
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