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QUESTION 1

A company has all of its servers in the us-east-1 Region. The company is considering the deployment of additional
servers different Region. Which AWS tool should the company use to find pricing information for other Regions? 

A. Cost Explorer 

B. AWS Budgets 

C. AWS Purchase Order Management 

D. AWS Pricing Calculator 

Correct Answer: D 

AWS Pricing Calculator lets customers explore AWS services, and create an estimate for the cost of their use cases on
AWS. AWS Pricing Calculator can also compare the costs of different AWS Regions and configurations. Cost Explorer
is a tool that enables customers to visualize, understand, and manage their AWS costs and usage over time. AWS
Budgets gives customers the ability to set custom budgets that alert them when their costs or usage exceed (or are
forecasted to exceed) their budgeted amount. AWS Purchase Order Management is a feature that allows customers to
pay for their AWS invoices using purchase orders. 

 

QUESTION 2

A company needs to set up user authentication for a new application. Users must be able to sign in directly with a user
name and password, or through a third-party provider. 

Which AWS service should the company use to meet these requirements? 

A. AWS IAM Identity Center (AWS Single Sign-On) 

B. AWS Signer 

C. Amazon Cognito 

D. AWS Directory Service 

Correct Answer: C 

Amazon Cognito is a service that provides user authentication and authorization for web and mobile applications. You
can use Amazon Cognito to enable users to sign in directly with a user name and password, or through a third-party
provider, such as Facebook, Google, or Amazon. You can also use Amazon Cognito to manage user profiles,
preferences, and security settings3 

 

QUESTION 3

Which AWS service or tool helps companies measure the environmental impact of their AWS usage? 

A. AWS customer carbon footprint tool 

B. AWS Compute Optimizer 
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C. Sustainability pillar 

D. OS-Climate (Open Source Climate Data Commons) 

Correct Answer: A 

AWS customer carbon footprint tool is an AWS service or tool that helps companies measure the environmental impact
of their AWS usage. It allows users to estimate the carbon emissions associated with their AWS resources and services,
such as EC2, S3, and Lambda. It also provides recommendations and best practices to reduce the carbon footprint and
improve the sustainability of their AWS workloads4. AWS Compute Optimizer is an AWS service that helps users
optimize the performance and cost of their EC2 instances and Auto Scaling groups. It provides recommendations for
optimal instance types, sizes, and configurations based on the workload characteristics and utilization metrics. It does
not help users measure the environmental impact of their AWS usage. Sustainability pillar is a concept that refers to the
ability of a system to operate in an environmentally friendly and socially responsible manner. It is not an AWS service or
tool that helps users measure the environmental impact of their AWS usage. OS-Climate (Open Source Climate Data
Commons) is an initiative that aims to provide open source data, tools, and platforms to accelerate climate action and
innovation. It is not an AWS service or tool that helps users measure the environmental impact of their AWS usage. 

 

QUESTION 4

How can an AWS user conduct security assessments of Amazon EC2 instances, NAT gateways, and Elastic Load
Balancers in a way that is approved by AWS? 

A. Flood a target with requests. 

B. Use Amazon Inspector. 

C. Perform penetration testing. 

D. Use the AWS Service Health Dashboard. 

Correct Answer: B 

Amazon Inspector is an automated security assessment service that helps improve the security and compliance of
applications deployed on AWS. Amazon Inspector automatically assesses applications for exposure, vulnerabilities, and
deviations from best practices. After performing an assessment, Amazon Inspector produces a detailed list of security
findings prioritized by level of severity2. 

 

QUESTION 5

A company wants to implement controls (guardrails) in a newly created AWS Control Tower landing zone. 

Which AWS services or features can the company use to create and define these controls (guardrails)? (Select TWO.) 

A. AWS Config 

B. Service control policies (SCPs) 

C. Amazon GuardDuty 

D. AWS Identity and Access Management (IAM) 

E. Security groups 
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Correct Answer: AB 

AWS Config and service control policies (SCPs) are AWS services or features that the company can use to create and
define controls (guardrails) in a newly created AWS Control Tower landing zone. AWS Config is a service that enables
users to assess, audit, and evaluate the configurations of their AWS resources. It can be used to create rules that check
for compliance with the desired configurations and report any deviations. AWS Control Tower provides a set of
predefined AWS Config rules that can be enabled as guardrails to enforce compliance across the landing zone1.
Service control policies (SCPs) are a type of policy that can be used to manage permissions in AWS Organizations.
They can be used to restrict the actions that the users and roles in the member accounts can perform on the AWS
resources. AWS Control Tower provides a set of predefined SCPs that can be enabled as guardrails to prevent access
to certain services or regions across the landing zone2. Amazon GuardDuty is a service that provides intelligent threat
detection and continuous monitoring for AWS accounts and resources. It is not a feature that can be used to create and
define controls (guardrails) in a landing zone. AWS Identity and Access Management (IAM) is a service that allows
users to manage access to AWS resources and services. It can be used to create users, groups, roles, and policies that
control who can do what in AWS. It is not a feature that can be used to create and define controls (guardrails) in a
landing zone. Security groups are virtual firewalls that control the inbound and outbound traffic for Amazon EC2
instances. They can be used to allow or deny access to an EC2 instance based on the port, protocol, and source or
destination. They are not a feature that can be used to create and define controls (guardrails) in a landing zone. 
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