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QUESTION 1

A company has deployed an Amazon EC2 instance. 

Which option is an AWS responsibility under the AWS shared responsibility model? 

A. Managing and encrypting application data 

B. Installing updates and security patches of guest operating system 

C. Configuration of infrastructure devices 

D. Configuration of security groups on each instance 

Correct Answer: C 

 

QUESTION 2

A company must be able to develop, test, and launch an application in the AWS Cloud quickly. Which advantage of
cloud computing will meet these requirements? 

A. Stop guessing capacity 

B. Trade fixed expense for variable expense 

C. Achieve economies of scale 

D. Increase speed and agility 

Correct Answer: D 

 

QUESTION 3

Which AWS services or tools are designed to protect a workload from SQL injections, cross-site scripting, and DDoS
attacks? (Select TWO.) 

A. VPC endpoint 

B. Virtual private gateway 

C. AWS Shield Standard 

D. AWS Config 

E. AWS WAF 

Correct Answer: CE 

Explanation: AWS Shield Standard and AWS WAF are the AWS services or tools that are designed to protect a
workload from SQL injections, cross-site scripting, and DDoS attacks. According to the AWS Shield Developer Guide,
"AWS Shield is a managed Distributed Denial of Service (DDoS) protection service that safeguards applications running
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on AWS. AWS Shield provides always-on detection and automatic inline mitigations that minimize application downtime
and latency, so there is no need to engage AWS Support to benefit from DDoS protection."5 According to the AWS
WAF Developer Guide, "AWS WAF is a web application firewall that helps protect your web applications or APIs against
common web exploits that may affect availability, compromise security, or consume excessive resources. AWS WAF
gives you control over how traffic reaches your applications by enabling you to create security rules that block common
attack patterns, such as SQL injection or cross-site scripting, and rules that filter out specific traffic patterns you define."
VPC endpoint, virtual private gateway, and AWS Config are not designed to protect a workload from these types of
attacks. 

 

QUESTION 4

A company needs to run a workload for several batch image rendering applications. It is acceptable for the workload to
experience downtime. 

Which Amazon EC2 pricing model would be MOST cost-effective in this situation? 

A. On-Demand Instances 

B. Reserved Instances 

C. Dedicated Instances 

D. Spot Instances 

Correct Answer: D 

Explanation: Amazon EC2 Spot Instances are instances that use spare EC2 capacity that is available at up to a 90%
discount compared to On-Demand prices. You can use Spot Instances for various stateless, fault-tolerant, or flexible
applications such as big data, containerized workloads, high-performance computing (HPC), and test and development
workloads. Spot Instances are ideal for workloads that can be interrupted, such as batch image rendering applications1.
On-Demand Instances are instances that let you pay for compute capacity by the hour or second (minimum of 60
seconds) with no long-term commitments. This frees you from the costs and complexities of planning, purchasing, and
maintaining hardware and transforms what are commonly large fixed costs into much smaller variable costs2. Reserved
Instances are instances that provide you with a significant discount (up to 75%) compared to On-Demand Instance
pricing. In exchange, you select a term and make an upfront payment to reserve a certain amount of compute capacity
for that term3. Dedicated Instances are instances that run in a VPC on hardware that\\'s dedicated to a single customer.
Your Dedicated Instances are physically isolated at the host hardware level from instances that belong to other AWS
accounts4. 

 

QUESTION 5

A company wants to block SQL injection attacks. 

Which AWS service or feature should the company use to meet this requirement? 

A. AWS WAF 

B. Network ACLs 

C. Security groups 

D. AWS Certificate Manager (ACM) 
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Correct Answer: A 

"AWS WAF is a web application firewall that helps protect web applications from attacks by allowing you to configure
rules that allow, block, or monitor (count) web requests based on conditions that you define. These conditions include IP
addresses, HTTP headers, HTTP body, URI strings, SQL injection and cross-site scripting." 

References: https://aws.amazon.com/waf/faqs/ 
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