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QUESTION 1

Which of the following is entirely the responsibility of AWS, according to the AWS shared responsibility model? 

A. Security awareness and training 

B. Development of an IAM password policy 

C. Patching of the guest operating system 

D. Physical and environmental controls 

Correct Answer: D 

Physical and environmental controls are entirely the responsibility of AWS, according to the AWS shared responsibility
model. The AWS shared responsibility model defines the division of responsibilities between AWS and the customer for
security and compliance. AWS is responsible for the security of the cloud, which includes the physical and
environmental controls of the AWS global infrastructure, such as power, cooling, fire suppression, and physical access.
The customer is responsible for the security in the cloud, which includes the configuration and management of the AWS
resources and applications. For more information, see [AWS Shared Responsibility Model] and [AWS Cloud Security]. 

 

QUESTION 2

A company wants to host its relational databases on AWS. The databases have predefined schemas that the company
needs to replicate on AWS. 

Which AWS services could the company use for the databases? (Select TWO.) 

A. Amazon Aurora 

B. Amazon RDS 

C. Amazon DocumentDB (with MongoDB compatibility) 

D. Amazon Neptune 

E. Amazon DynamoDB 

Correct Answer: AB 

The correct answers are A and B because Amazon Aurora and Amazon RDS are AWS services that the company could
use for the relational databases. Amazon Aurora is a relational database that is compatible with MySQL and
PostgreSQL. Amazon Aurora is a fully managed, scalable, and high-performance service that offers up to five times the
throughput of standard MySQL and up to three times the throughput of standard PostgreSQL. Amazon RDS is a service
that enables users to set up, operate, and scale relational databases in the cloud. Amazon RDS supports six popular
database engines: MySQL, PostgreSQL, Oracle, SQL Server, MariaDB, and Amazon Aurora. The other options are
incorrect because they are not AWS services that the company could use for the relational databases. Amazon
DocumentDB (with MongoDB compatibility) is a document database that is compatible with MongoDB. Amazon
Neptune is a graph database that supports property graph and RDF models. Amazon DynamoDB is a key- value and
document database. Reference: Amazon Aurora, Amazon RDS 
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QUESTION 3

Which of the following is a recommended design principle for AWS Cloud architecture? 

A. Design tightly coupled components. 

B. Build a single application component that can handle all the application functionality. 

C. Make large changes on fewer iterations to reduce chances of failure. 

D. Avoid monolithic architecture by segmenting workloads. 

Correct Answer: D 

 

QUESTION 4

Which AWS features will meet these requirements? (Select TWO.) 

A. Security groups 

B. Network ACLs 

C. S3 bucket policies 

D. IAM user policies 

E. S3 bucket versioning 

Correct Answer: CD 

The correct answers are C and D because S3 bucket policies and IAM user policies are AWS features that will meet the
requirements. S3 bucket policies are access policies that can be attached to Amazon S3 buckets to grant or deny
permissions to the bucket and the objects it contains. S3 bucket policies can be used to control who has permission to
read, write, or delete objects that the company stores in the S3 bucket. IAM user policies are access policies that can be
attached to IAM users to grant or deny permissions to AWS resources and actions. IAM user policies can be used to
control who has permission to read, write, or delete objects that the company stores in the S3 bucket. The other options
are incorrect because they are not AWS features that will meet the requirements. Security groups and network ACLs
are AWS features that act as firewalls to control inbound and outbound traffic to and from Amazon EC2 instances and
subnets. Security groups and network ACLs do not control who has permission to read, write, or delete objects that the
company stores in the S3 bucket. S3 bucket versioning is an AWS feature that enables users to keep multiple versions
of the same object in the same bucket. S3 bucket versioning can be used to recover from accidental overwrites or
deletions of objects, but it does not control who has permission to read, write, or delete objects that the company stores
in the S3 bucket. Reference: Using Bucket Policies and User Policies, Security Groups for Your VPC, Network ACLs,
[Using Versioning] 

 

QUESTION 5

A company wants guidance to optimize the cost and performance of its current AWS environment. 

Which AWS service or tool should the company use to identify areas for optimization? 

A. Amazon QuickSight 
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B. AWS Trusted Advisor 

C. AWS Organizations 

D. AWS Budgets 

Correct Answer: B 

AWS Trusted Advisor is the AWS service or tool that the company should use to identify areas for optimization.
According to the AWS Trusted Advisor User Guide, "AWS Trusted Advisor is an online tool that provides you real time
guidance to help you provision your resources following AWS best practices. AWS Trusted Advisor checks help
optimize your AWS infrastructure, increase security and performance, reduce your overall costs, and monitor service
limits." Amazon QuickSight, AWS Organizations, and AWS Budgets are not designed to provide optimization
recommendations for the current AWS environment. 
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