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QUESTION 1

What is the MOST effective response to a hacker who has already gained access to a network and will attempt to pivot
to other resources? 

A. Reset all passwords. 

B. Shut down the network. 

C. Warn users of a breach. 

D. Segment the network. 

Correct Answer: D 

 

QUESTION 2

What is an effective practice when returning electronic storage media to third parties for repair? 

A. Ensuring the media is not labeled in any way that indicates the organization\\'s name. 

B. Disassembling the media and removing parts that may contain sensitive datA. 

C. Physically breaking parts of the media that may contain sensitive datA. 

D. Establishing a contract with the third party regarding the secure handling of the mediA. 

Correct Answer: D 

 

QUESTION 3

The security architect has been assigned the responsibility of ensuring integrity of the organization\\'s electronic records.
Which of the following methods provides the strongest level of integrity? 

A. Time stamping 

B. Encryption 

C. Hashing 

D. Digital signature 

Correct Answer: D 

 

QUESTION 4

Which of the following methods protects Personally Identifiable Information (PII) by use of a full replacement of the data
element? 
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A. Transparent Database Encryption (TDE) 

B. Column level database encryption 

C. Volume encryption 

D. Data tokenization 

Correct Answer: D 

 

QUESTION 5

If a medical analyst independently provides protected health information (PHI) to an external marketing organization,
which ethical principal is this a violation of? 

A. Higher ethic in the worst case 

B. Informed consent 

C. Change of scale test 

D. Privacy regulations 

Correct Answer: D 
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