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QUESTION 1

Which of the following MUST be scalable to address security concerns raised by the integration of third-party identity
services?

A. Mandatory Access Controls (MAC)
B. Enterprise security architecture

C. Enterprise security procedures

D. Role Based Access Controls (RBAC)

Correct Answer: B

QUESTION 2

An organization would like to implement an authorization mechanism that would simplify the assignment of various
system access permissions for many users with similar job responsibilities. Which type of authorization mechanism
would be the BEST choice for the organization to implement?

A. Role-based access control (RBAC)

B. Discretionary access control (DAC)

C. Content-dependent Access Control

D. Rule-based Access Control

Correct Answer: A

QUESTION 3

In a Transmission Control Protocol/Internet Protocol (TCP/IP) stack, which layer is responsible for negotiating and
establishing a connection with another node?

A. Transport layer
B. Application layer
C. Network layer
D. Session layer

Correct Answer: A

QUESTION 4
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Which of the following protocols would allow an organization to maintain a centralized list of users that can read a
protected webpage?

A. Lightweight Directory Access Control (LDAP)
B. Security Assertion Markup Language (SAML)
C. Hypertext Transfer Protocol (HTTP)

D. Kerberos

Correct Answer: A

QUESTION 5

Who should formulate conclusions from a particular digital fore Ball, Submit a Toper Of Tags, and the results?
A. The information security professional\\'s supervisor

B. Legal counsel for the information security professional\\'s employer

C. The information security professional who conducted the analysis

D. A peer reviewer of the information security professional

Correct Answer: B
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