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QUESTION 1

An organization seeks to use a cloud Identity and Access Management (IAM) provider whose protocols and data
formats are incompatible with existing systems. Which of the following techniques addresses the compatibility issue?

A. Require the cloud IAM provider to use declarative security instead of programmatic authentication checks
B. Integrate a Web-Application Firewall (WAF) in reverse-proxy mode in front of the service provider

C. Apply Transport Layer Security (TLS) to the cloud-based authentication checks

D. Install an on-premise Authentication Gateway Service (AGS) in front of the service provider

Correct Answer: D

QUESTION 2

If compromised, which of the following would lead to the exploitation of multiple virtual machines?
A. Virtual device drivers

B. Virtual machine monitor

C. Virtual machine instance

D. Virtual machine file system

Correct Answer: B

QUESTION 3

A company is enrolled in a hard drive reuse program where decommissioned equipment is sold back to the vendor
when it is no longer needed. The vendor pays more money for functioning drives than equipment that is no longer
operational. Which method of data sanitization would provide the most secure means of preventing unauthorized data
loss, while also receiving the most money from the vendor?

A. Pinning

B. Single-pass wipe

C. Degaussing

D. Multi-pass wipes

Correct Answer: D

QUESTION 4
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Multi-Factor Authentication (MFA) is necessary in many systems given common types of password attacks.
Which of the following is a correct list of password attacks?

A. Masquerading, salami, malware, polymorphism

B. Brute force, dictionary, phishing, keylogger

C. Zeus, netbus, rabbit, turtle

D. Token, biometrics, IDS, DLP

Correct Answer: B

QUESTION 5

Where would an organization typically place an endpoint security solution?
A. Web server and individual devices

B. Intrusion Detection System (IDS) and web server

C. Central server and individual devices

D. Intrusion Detection System (IDS) and central sever

Correct Answer: A
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