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QUESTION 1

How should the retention period for an organization\\'s social media content be defined?
A. By the retention policies of each social media service

B. By the records retention policy of the organization

C. By the Chief Information Officer (CIO)

D. By the amount of available storage space

Correct Answer: B

QUESTION 2

When building a data classification scheme, which of the following is the PRIMARY concern?
A. Purpose

B. Cost effectiveness

C. Availability

D. Authenticity

Correct Answer: D

QUESTION 3

What is the MOST effective way to ensure that a cloud service provider does not access a customer\\'s data stored
within its infrastructure?

A. Use the organization\\'s encryption tools and data management controls.

B. Ensure that the cloud service provider will contractually not access data unless given explicit authority.
C. Request audit logs on a regular basis.

D. Utilize the cloud provider\\'s key management and elastic hardware security module (HSM) support.
Correct Answer: B

Reference: https://uncitral.un.org/sites/uncitral.un.org/files/media-documents/uncitral/en/19-09103_eng.pdf

QUESTION 4

Which of the following steps should be conducted during the FIRST phase of software assurance in a generic
acquisition process?
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A. Establishing and consenting to the contract work schedule

B. Issuing a Request for Proposal (RFP) with a work statement

C. Developing software requirements to be included in work statement
D. Reviewing and accepting software deliverables

Correct Answer: C

QUESTION 5

An organization regularly conducts its own penetration tests. Which of the following scenarios MUST be covered for the
test to be effective?

A. Third-party vendor with access to the system
B. System administrator access compromised
C. Internal attacker with access to the system
D. Internal user accidentally accessing data

Correct Answer: B
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