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QUESTION 1

DRAG DROP

In which order, from MOST to LEAST impacted, does user awareness training reduce the occurrence of the events

below?

Select and Place:
Eveni
Disloval emplovees

User instigated
Targeted infiltration

Virus infiltrations
Correct Answer:

Eveni

QUESTION 2

HOTSPOT

Disloval emplovees

Ordel

User-instigated

Tarqeted infiltration

Virus infiltrations

L-:.-.w|m—u

In the network design below, where is the MOST secure Local Area Network (LAN) segment to deploy a Wireless
Access Point (WAP) that provides contractors access to the Internet and authorized enterprise services?

Hot Area:
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LAN 3 Firewall

DNS Server

Ecommerce
Server

Firewall

LAN 2 '
Database Server

Correct Answer:
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LAN 3 Firewall LAN 1

DNS Server Ecommerce
Firewall Server
LAN 2
Database Server
QUESTION 3
HOTSPOT

Which Web Services Security (WS-Security) specification handles the management of security tokens and the
underlying policies for granting access? Click on the correct specification in the image below.

Hot Area:
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Correct Answer:

QUESTION 4

DRAG DROP
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Place in order, from BEST (1) to WORST (4), the following methods to reduce the risk of data remanence on magnetic
media.

Select and Place:

Seguenct Method
1 Ovenwritind
2 Degaussing
3 Destruction
4 Deleting
Correct Answer:
Seguenct Method
3 Overwritind
b Degaussing
1 Destruction
|4 Deleting
QUESTION 5
DRAG DROP

Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:
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Security Engineering Term Definition

A measine ol the etent 1o Which & ahlity i thiealenad by b pobental
R.iﬁk dircumstancs of verd, B advense impacts. that would ariss § the
circumstance of svenl ooours, and the lelhood of

- The: method used 1o identify the contidertiality, egrity, and avlabiisy
Protection Needs requirements for cepanizational and sysiem assets and to charcterize the
adverse Impac o comequences should the asset be lost, modilled, dograded, disnpied,
Assessment compromised, of bacome unavailable.

Threat Assessment xmrmmmm-mmmmu

s ity Risk T 1 t xwmmmmm#mm

Correct Answer:

Security Engineering Term Diefinition
Amieasure of the extent 1o which an enlity ks thiealened by a pobential
RIBR dircumstance of svend, he adverse iImpacts that would arise i the
circumstance of evenl ooours, and the loelihood of
mwmwmummﬁ .wﬁbwh
MRMTW mhmwmmmmﬂmﬂmhh: madified, dograded, disnupted,
comgiomised, o bacome unavailalies.
Protection Needs The method used 1o keriity and charmciestze the dangers anticipated Ihioughout the
Assessment SR e amen.
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