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QUESTION 1

DRAG DROP

Place the following information classification steps in sequential order.

Select and Place:

Steps

Decclassify information when
appropriate

Apply the appropriate security
markings

Conduct periodic classification
reviews

Assign a classification
level

Document the information
assets

Correct Answer:

Steps

Ordel
Step
Step
Step
Step
Step
Ordel
Document the information Step
assets
Assign a classification |Step
evel
Apply the appropriate security Step
markings
Conduct periodic classification Step |
reviews
Declassilf}' information when Step
sl 3Ly S
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QUESTION 2
DRAG DROP
Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:

Security Engineering Term Definition

‘ A mieasure of the extent 1o which an entity ks threalenad by o potential

dircumstancs of verd, B advense impacts. that would ariss § the

Risk circumstance of event ooours, and the loelihood of

. | The method wsed 1o ientify the conBidentiality, inlegrity, and availabilty
letﬂchnn MNeeds ! requirements for cepanizational and system assets and to charactesize the
adverse Impac o comequences should the asset be lost, modilled, dograded, disnpied,

Assessment coMrgomised, of become unavallable.
Threat Assessment mﬂ:ﬁ;ﬁmwmmdnamuhuwmmmh

Security Risk Treatment Ewmwmmmmmmm

Correct Answer:
Security Engineering Term Definition
| Ameamire of the extent 1o which a0 entity ks thiealened by o pobential
Risk II circumstance or everd, e adverss impacts. that would arise  the
circumstance o svent ooours, and the loelihood of
] Mmfmwuw.ﬂﬂ.;dﬂmh
5 - rzq.irr enls CEar ¥zational BT assets chamcterizo
MMTMEH! I adverse Impad o comsequences should the asset be lost, modifled, degraded, disnupied,
| compromised, of becoms unavailable.
Protection Needs -5| The method used 1o klentify and charmclestze the dangers anticipated ihroughout the
Assessment | (eacahansen.
Threat Assessment z Ewmwmmm#mm
QUESTION 3
DRAG DROP

Order the below steps to create an effective vulnerability management process.

Select and Place:
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Step Ordel
Identify risks 1
Implement patch 2
[ danlnumant
Implement recurring 13 |
lcranninn erhadile |
: 4
|dentify assets
Implement change 19 |
imananamant
Correct Answer:
Step Ordel
‘ Identify assets 1
Identify risks A
Implement change 13|
imananameant
‘ Implement patch <
 denlnvument
Implement recurring e
cranninnachadile

QUESTION 4
HOTSPOT

Which Web Services Security (WS-Security) specification negotiates how security tokens will be issued, renewed and
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validated? Click on the correct specification in the image below.

Hot Area:

Correct Answer:
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QUESTION 5

HOTSPOT

Which Web Services Security (WS-Security) specification maintains a single authenticated identity across multiple
dissimilar environments? Click on the correct specification in the image below.

Hot Area:

4 h'd Y N
WS-Secure ) WS-
Conversation SRR S Authorization
8 A A, J
P - v N &
WS-Policy WS-Trust WS-Privacy
G A A J

Correct Answer:
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