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QUESTION 1
DRAG DROP

Match the access control type to the example of the control type. Drag each access control type net to its corresponding
example.

Select and Place:

Access Control Type Example
Administrative - | Labeling of sensitive data
: [ | Biometrics for authentication
Technical |
. ' ' Constrained user interface
Logical ‘
) ' Radio Frequency Identification
Frysies) | | (RFID) badge

Correct Answer:

Access Control Type Example
| Adiinictrative | Labeling of sensitive data
Logical ]I Biometrics for authentication
8 ‘ | Constrained user interface
Technical |
: ' Radio Frequency ldentification
Physical | (RFID) badge

QUESTION 2
DRAG DROP
Match the types of e-authentication tokens to their description.

Drag each e-authentication token on the left to its corresponding description on the right.
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Select and Place:

E-Authentication Tokan Desciiption

: A physical orelectronic token stoes a set of
MBITIUI'IZHd Sﬂﬂfﬂt seviels Letwesn Lhe claimant anc the credsatial
Token sarvice provider

A physical toten that is uniquely addressable and
can receive 3 verifier-selected secral of one-time use

Out-of-Band Token

A series of responses to a set of prompts or challengss
Look-up Secret Tokea established by the subscriber anc credential service ovider

nlur:ﬁg tha rogictration proceacse

Pra-ugistmd A secrat shamd batween the subscriber and credentizl service
Knowedge Token provider that s typically charactes strings

Correct Answer:

E-Authentication Tokan Desciiption

A physical orelactronic token stoes a set of

Lwh_up Bﬂﬂrﬂt Tﬂhﬂn sccrels elwesn e claiimant anc the credainlial
sarvice provider

A physical toben that is uniquely addressable and

| Out-of-Band Token can receive 3 verifier-selected secral of one-time use
Pra-rugistarad A saﬁgs of responses to 3 set of prompts or chalrgnga .

l _| ¢ ledqe Token :I:'I.:;ls“i::dmt: .:E:::,b:ff:::nc credential service povider
Memorized Secret A sacrel shamd batween tha subscriber and credentizl service
Token pravider that s typically character strings

QUESTION 3
DRAG DROP

Match the functional roles in an external audit to their responsibilities. Drag each role on the left to its corresponding
responsibility on the right.

Select and Place:

Role Responsibility
[ Exscutive mansosrssal | Approve audit budget and resource allocation.

[ Auditcodumites Provide audit oversight.

Ensure the achievement and maintenance of organizational
| requirements with applicable certifications.

Extenal suditoe Develop and maintain knowledge and subject-mater expertise
] - relevant to the type of audit.

Compliance officer
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| Executive management | Approve audit budget and resource allocation.

| Provide audit oversight.

Ensure the achievement and maintenance of organizational
requirements with applicable certifications.

| ; — AT ' Develop and maintain knowledge and subject-matter expertise

Role
| - "
| Audit committee
External auditor
| Compliance officer
QUESTION 4
DRAG DROP

relevant to the type of audit.

Drag the following Security Engineering terms on the left to the BEST definition on the right.

Select and Place:

Security Engineering Term

Risk

Protection Needs
Assessment

Threat Assessment

Security Risk Treatment

Correct Answer:

Definition

Ameasure of the extent o which a0 snlity ks threatensd by & potential
dircumstance of evend, e adverses impacts that would arse i the
circumstance of svenl ooours, and the lelihood of

§ The method used 1o kentify the conBidentiality, legrsy

and avalabilty
requirements for orpanizational mmmmm hud'nﬁi:wlmﬂw
advers iImpad o comequences should the asset be lost, modified, degraded, disnupied,
compromised, of becoms unavailable.

Thar maethod used 1o identify and chamcierize the dangers anticipaied throughout the
life cycle of the system.

Thue method used 1o identily leasible security sk miigation opticns

| and plans,
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Security Engineering Term Definition
A meastie af this extent 1o which a0 sility s thiealened by & potential
Risk circumstancs of svend, i advense impacts: that would arise # the

circumstance of svenl ooours, and the llihood of

The methad wsed 1o identify the confidentiality, inlegrty, and availability

" . requirements for orpanizational and sysiem assets and o chamcterze the

S'Eﬂl.ll'lljl' Risk Treatment adverse Impac o comequences should the asset be lost, modiled, dograded, disnupied,
compromised, o become unavailable.

FI‘OTBGUI'J!'I N.Bﬂdﬂ | Thie method used 1o identify and chamcierze the dangers anticipaied throughout the
A ment life cyche of e sysiem.
Threat Assessment Y T e N s
QUESTION 5
HOTSPOT

Which Web Services Security (WS-Security) specification negotiates how security tokens will be issued, renewed and
validated? Click on the correct specification in the image below.

Hot Area:

'a Y
\WS-Secure . WS-
Conversation SR G Authorization
\\ .
' R
WS-Policy WS-Trust WS-Privacy
s >

Correct Answer:
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