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QUESTION 1

Which of the following controls would be the MOST relevant and effective in detecting zero day attacks? 

A. Strong OS patch management 

B. Vulnerability assessment 

C. Signature-based intrusion detection. 

D. Anomaly based intrusion detection. 

Correct Answer: B 

 

https://www.sciencedirect.com/topics/computer-science/zero-day-attack 

 

QUESTION 2

A security analyst has been asked to provide a triple A service (AAA) for both wireless and remote access 

network services in an organization and must avoid using proprietary solutions. 

What technology SHOULD they adapt? 

A. TACACS+ 

B. RADIUS. 

C. Oauth. 

D. MS Access Database. 

Correct Answer: C 

 

QUESTION 3

Why have MOST European countries developed specific legislation that permits police and security services to monitor
communications traffic for specific purposes, such as the detection of crime? 

A. Under the European Convention of Human Rights, the interception of telecommunications represents an interference
with the right to privacy. 

B. GDPR overrides all previous legislation on information handling, so new laws were needed to ensure authorities did
not inadvertently break the law. 

C. Police could previously intercept without lawful authority any communications in the course of transmission through a
public post or telecoms system. 

D. Surveillance of a conversation or an online message by law enforcement agents was previously illegal due to the
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1950 version of the Human Rights Convention. 

Correct Answer: C 

 

QUESTION 4

In a virtualised cloud environment, what component is responsible for the secure separation between guest machines? 

A. Guest Manager 

B. Hypervisor. 

C. Security Engine. 

D. OS Kernal 

Correct Answer: A 

 

QUESTION 5

For which security-related reason SHOULD staff monitoring critical CCTV systems be rotated regularly during each
work session? 

A. To reduce the chance of collusion between security staff and those being monitored. 

B. To give experience to monitoring staff across a range of activities for training purposes. 

C. Health and Safety regulations demand that staff are rotated to prevent posture and vision related harm. 

D. The human attention span during intense monitoring sessions is about 20 minutes. 

Correct Answer: D 
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