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QUESTION 1

Which of the following is MOST LIKELY to be described as a consequential loss? 

A. Reputation damage. 

B. Monetary theft. 

C. Service disruption. 

D. Processing errors. 

Correct Answer: A 

 

QUESTION 2

Which membership based organisation produces international standards, which cover good practice for information
assurance? 

A. BSI. 

B. IETF. 

C. OWASP. 

D. ISF. 

Correct Answer: A 

 

QUESTION 3

Which of the following controls would be the MOST relevant and effective in detecting zero day attacks? 

A. Strong OS patch management 

B. Vulnerability assessment 

C. Signature-based intrusion detection. 

D. Anomaly based intrusion detection. 

Correct Answer: B 

 

https://www.sciencedirect.com/topics/computer-science/zero-day-attack 

 

QUESTION 4
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What term is used to describe the testing of a continuity plan through a written scenario being used as the basis for
discussion and simulation? 

A. End-to-end testing. 

B. Non-dynamic modeling 

C. Desk-top exercise. 

D. Fault stressing 

Correct Answer: C 

 

QUESTION 5

Which of the following cloud delivery models is NOT intrinsically "trusted" in terms of security by clients using the
service? 

A. Public. 

B. Private. 

C. Hybrid. 

D. Community 

Correct Answer: D 
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