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QUESTION 1

Which of the following testing methodologies TYPICALLY involves code analysis in an offline environment without ever
actually executing the code? 

A. Dynamic Testing. 

B. Static Testing. 

C. User Testing. 

D. Penetration Testing. 

Correct Answer: D 

 

QUESTION 2

What is the name of the method used to illicitly target a senior person in an organisation so as to try to coerce them Into
taking an unwanted action such as a misdirected high-value payment? 

A. Whaling. 

B. Spear-phishing. 

C. C-suite spamming. 

D. Trawling. 

Correct Answer: B 

 

QUESTION 3

What form of training SHOULD developers be undertaking to understand the security of the code they have written and
how it can improve security defence whilst being attacked? 

A. Red Team Training. 

B. Blue Team Training. 

C. Black Hat Training. 

D. Awareness Training. 

Correct Answer: C 

 

QUESTION 4

Which of the following is MOST LIKELY to be described as a consequential loss? 
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A. Reputation damage. 

B. Monetary theft. 

C. Service disruption. 

D. Processing errors. 

Correct Answer: A 

 

QUESTION 5

Ensuring the correctness of data inputted to a system is an example of which facet of information security? 

A. Confidentiality. 

B. Integrity. 

C. Availability. 

D. Authenticity. 

Correct Answer: B 
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