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QUESTION 1

Which standard deals with the implementation of business continuity? 

A. ISO/IEC 27001 

B. COBIT 

C. IS0223G1. 

D. BS5750. 

Correct Answer: A 

 

QUESTION 2

Which types of organisations are likely to be the target of DDoS attacks? 

A. Cloud service providers. 

B. Any financial sector organisations. 

C. Online retail based organisations. 

D. Any organisation with an online presence. 

Correct Answer: D 

 

QUESTION 3

Why might the reporting of security incidents that involve personal data differ from other types of security incident? 

A. Personal data is not highly transient so its 1 investigation rarely involves the preservation of volatile memory and full
forensic digital investigation. 

B. Personal data is normally handled on both IT and non-IT systems so such incidents need to be managed in two
streams. 

C. Data Protection legislation normally requires the reporting of incidents involving personal data to a Supervisory
Authority. 

D. Data Protection legislation is process-oriented and focuses on quality assurance of procedures and governance
rather than data-focused event investigation 

Correct Answer: D 

 

QUESTION 4

What term is used to describe the act of checking out a privileged account password in a manner that bypasses normal
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access controls procedures during a critical emergency situation? 

A. Privileged User Gateway 

B. Enterprise Security Management 

C. Multi Factor Authentication. 

D. Break Glass 

Correct Answer: C 

 

QUESTION 5

Why should a loading bay NEVER be used as a staff entrance? 

A. Loading bays are intrinsically vulnerable, so minimising the people traffic makes securing the areas easier and more
effective. 

B. Loading bays are often dirty places, and staff could find their clothing damaged or made less appropriate for the
office. 

C. Most countries have specific legislation covering loading bays and breaching this could impact on insurance status. 

D. Staff should always enter a facility via a dedicated entrance to ensure smooth access and egress. 

Correct Answer: D 
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