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QUESTION 1

According to ISO/IEC 27000, which of the following is the definition of a vulnerability? 

A. A weakness of an asset or group of assets that can be exploited by one or more threats. 

B. The impact of a cyber attack on an asset or group of assets. 

C. The threat that an asset or group of assets may be damaged by an exploit. 

D. The damage that has been caused by a weakness iin a system. 

Correct Answer: A 

Vulnerability A vulnerability is a weakness of an asset or control that could potentially be exploited by one or more
threats. An asset is any tangible or intangible thing or characteristic that has value to an organization, a control is any
administrative, managerial, technical, or legal method that can be used to modify or manage risk, and a threat is any
potential event that could harm an organization or system. https://www.praxiom.com/iso-27000-definitions.htm 

 

QUESTION 2

Geoff wants to ensure the application of consistent security settings to devices used throughout his organisation
whether as part of a mobile computing or a BYOD approach. What technology would be MOST beneficial to his
organisation? 

A. VPN. 

B. IDS. 

C. MDM. 

D. SIEM. 

Correct Answer: C 

 

QUESTION 3

Which of the following controls would be the MOST relevant and effective in detecting zero day attacks? 

A. Strong OS patch management 

B. Vulnerability assessment 

C. Signature-based intrusion detection. 

D. Anomaly based intrusion detection. 

Correct Answer: B 
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https://www.sciencedirect.com/topics/computer-science/zero-day-attack 

 

QUESTION 4

Which of the following is NOT an accepted classification of security controls? 

A. Nominative. 

B. Preventive. 

C. Detective. 

D. Corrective. 

Correct Answer: A 

 

QUESTION 5

Which of the following types of organisation could be considered the MOST at risk from the theft of electronic based
credit card data? 

A. Online retailer. 

B. Traditional market trader. 

C. Mail delivery business. 

D. Agricultural producer. 

Correct Answer: A 
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