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QUESTION 1

When handling and investigating digital evidence to be used in a criminal cybercrime investigation, which of the
following principles is considered BEST practice?

A. Digital evidence must not be altered unless absolutely necessary.

B. Acquiring digital evidence cart only be carried on digital devices which have been turned off.
C. Digital evidence can only be handled by a member of law enforcement.

D. Digital devices must be forensically "clean" before investigation.

Correct Answer: D

QUESTION 2

Once data has been created In a standard information lifecycle, what step TYPICALLY happens next?
A. Data Deletion.

B. Data Archiving.

C. Data Storage.

D. Data Publication

Correct Answer: A

QUESTION 3

Which of the following is LEASTLIKELY to be the result of a global pandemic impacting on information security?
A. A large increase in remote workers operating in insecure premises.

B. Additional physical security requirements at data centres and corporate headquarters.

C. Increased demand on service desks as users need additional tools such as VPNs.

D. An upsurge in activity by attackers seeking vulnerabilities caused by operational changes.

Correct Answer: C

QUESTION 4
A security analyst has been asked to provide a triple A service (AAA) for both wireless and remote access

network services in an organization and must avoid using proprietary solutions.
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What technology SHOULD they adapt?
A. TACACS+

B. RADIUS.

C. Oauth.

D. MS Access Database.

Correct Answer: C

QUESTION 5

In order to maintain the currency of risk countermeasures, how often SHOULD an organisation review these risks?
A. Once defined, they do not need reviewing.

B. A maximum of once every other month.

C. When the next risk audit is due.

D. Risks remain under constant review.

Correct Answer: D
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